
P
os
te
d
on

22
J
u
l
20
25

—
C
C
-B

Y
4.
0
—

h
tt
p
s:
//
d
oi
.o
rg
/1
0.
36
22
7/
te
ch
rx
iv
.1
72
84
07
73
.3
0
36
99
98
/v

2
—

e-
P
ri
n
ts

p
os
te
d
on

T
ec
h
R
x
iv

ar
e
p
re
li
m
in
ar
y
re
p
or
ts

th
at

ar
e
n
ot

p
ee
r
re
v
ie
w
ed
.
T
h
ey

sh
o
u
ld

n
ot

b
..
.

Self-Running Networks: A Comprehensive Survey of Foundations,

Applications, and Challenges

Shaghayegh Shajarian1, Sajad Khorsandroo1, and Mahmoud Abdelsalam1

1North Carolina Agricultural and Technical State University

July 22, 2025

Abstract

Self-running networks represent a groundbreaking paradigm for achieving fully autonomous network infrastructures capable of

self-configuration, self-optimization, self-healing, and self-protection without human intervention. Although numerous isolated

studies have explored aspects of self-running networks, an integrated and holistic overview is still lacking. This survey addresses

this gap by providing a comprehensive system-level exposition, formalizing the concept of self-running networks, and detailing

the architectural components that enable end-to-end autonomy through a unified seven-layer reference model. We also analyze

the key self-* functionalities, including their core mechanisms, operational challenges, and representative application domains.

Furthermore, we propose a six-level network autonomy maturity model to evaluate the evolution of network intelligence from

manual operations to fully autonomous systems. We further synthesize foundational paradigms and practical implementations,

providing a consolidated view of current advancements. In addition, we discuss critical challenges in self-running networks,

including security, scalability, interoperability, and ethical considerations. Finally, we highlight research directions and open

issues to guide future innovations and accelerate the deployment of self-running networks in real-world environments. This

work serves as a conceptual and practical reference for researchers, practitioners, and industry stakeholders aiming to design,

deploy, and advance next-generation self-running networks.
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Abstract—Self-running networks represent a groundbreaking
paradigm for achieving fully autonomous network infrastructures
capable of self-configuration, self-optimization, self-healing, and
self-protection without human intervention. Although numerous
isolated studies have explored aspects of self-running networks,
an integrated and holistic overview is still lacking. This survey
addresses this gap by providing a comprehensive system-level
exposition, formalizing the concept of self-running networks, and
detailing the architectural components that enable end-to-end
autonomy through a unified seven-layer reference model. We also
analyze the key self-* functionalities, including their core mech-
anisms, operational challenges, and representative application
domains. Furthermore, we propose a six-level network autonomy
maturity model to evaluate the evolution of network intelligence
from manual operations to fully autonomous systems. We further
synthesize foundational paradigms and practical implementa-
tions, providing a consolidated view of current advancements. In
addition, we discuss critical challenges in self-running networks,
including security, scalability, interoperability, and ethical con-
siderations. Finally, we highlight research directions and open
issues to guide future innovations and accelerate the deployment
of self-running networks in real-world environments. This work
serves as a conceptual and practical reference for researchers,
practitioners, and industry stakeholders aiming to design, deploy,
and advance next-generation self-running networks.

Index Terms—Self-Running Networks, Network Management,
Autonomous Networks, Self-Configuration, Self-Optimization,
Self-Healing, Self-Protection, Network Intelligence.

I. INTRODUCTION

In the early days of computer networking, networks were
static, and tasks such as configuration, monitoring, and trou-
bleshooting relied heavily on human intervention. However, as
network complexity grew in the late 20th century, traditional,
static approaches could no longer deliver the performance,
security, and reliability required in dynamic environments. To
address these limitations, efforts toward intelligent network
management began in 1989 with attempts to apply Artificial
Intelligence (AI) for optimizing end-to-end Quality of Service
(QoS) and Quality of Experience (QoE) [1], [2]. Despite
initial optimism, the computational resources and algorith-
mic capabilities were insufficient to handle the complexities
and dynamic nature of modern networks. A significant leap
occurred in 2001 when IBM’s eLiza project introduced the
concept of autonomic computing. Inspired by the autonomic
nervous system, this project’s goal was to create networks
capable of self-configuration, self-optimization, self-healing,
and self-protection, thereby reducing reliance on human in-
tervention [3], [4]. Although eLiza laid the foundation for

network automation, technical and implementation challenges
hindered its adoption [5].

The late 2000s saw the emergence of Software-Defined Net-
working (SDN), which decoupled the control and data planes
to simplify network management and introduced centralized
programmability that enables more flexible and efficient con-
figurations [6]. This shift was reinforced in the early 2010s by
advancements in data plane programmability, notably through
languages like P4 [7], which enabled dynamic protocol deploy-
ment and real-time customization of packet processing within
devices. As network softwarization matured [8], [9], and full-
stack programmability (aka deep programmability) became
practical [10], the focus shifted to enabling networks to
make decisions autonomously. In spite of supporting dynamic
changes, these platforms lacked the intelligence to interpret
real-time conditions and respond without human input [11].

Only with recent advances in AI, Machine Learning (ML),
and dedicated compute hardware such as graphics processing
units and tensor processing units has it become possible to
build networks that can analyze conditions, learn from data,
and act in real time [12]. Modern autonomous-network designs
organize these capabilities into a closed-loop control pipeline
that continuously collects telemetry, analyzes it, evaluates pol-
icy, and enforces actions [13], [14]. We refer to this paradigm
as a ‘self-running network’, a system that observes its own
condition, reasons about it, and applies corrective measures
without human intervention [15]. This paradigm forms the
foundation of autonomous, next-generation networks. Figure 1
captures milestones in this field at a glance and shows how
each step brought us closer to self-running networks.

A. Motivation

The complexity of modern networks requires solutions that
move beyond traditional network management practices. Self-
running networks have emerged as an advancement, promising
fully autonomous functionalities that remove human interven-
tion and enable networks to self-configure, self-optimize, self-
heal, and self-protect. Despite this promise, the study of self-
running networks is fragmented across multiple domains, lack-
ing a comprehensive and unified perspective that synthesizes
these advances and provides a roadmap for the future. Sev-
eral academic projects have made strides toward self-running
networks. For instance, the SOCRATES Project [16] focuses
on self-organization for wireless access networks, while the
GP4P4 Framework [17] introduces genetic programming for
autonomous intent-based network programming, and the Self-
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Fig. 1: A chronological overview of major developments in network management

Driving Science Network Project at Lawrence Berkeley Na-
tional Laboratory [18] explores AI-driven network automation.
The SELFNET Project [19] addresses self-management in
future internet architectures.

Complementing these academic initiatives, industry has
introduced significant advancements. Huawei, at Mobile World
Congress 2018, proposed autonomous driving networks [20],
leveraging a digital replica to align physical networks with
business goals and facilitate the transition from SDN to full
autonomy. Juniper Networks introduced Mist AI [21], which
integrates AI, ML, and data science to optimize user expe-
riences and simplify operations across wireless access, wired
access, and Software-defined Wide Area Networks (SD-WAN)
domains. In 2023, Nokia introduced its Digital Operations
Center, a modular platform that combines orchestration, as-
surance, and unified inventory, to create a live network digital
twin that drives closed-loop, AI-driven service and slice man-
agement, autonomously detecting and resolving issues before
they impact service-level agreement [22]. Table I summarizes
these flagship initiatives. The fragmentation of these works
creates a critical gap in understanding how these innova-
tions can be integrated into a cohesive framework applicable
to diverse environments. Accordingly, this survey addresses
this gap by presenting the first comprehensive, unified study
on self-running networks, their components, functionalities,
mechanisms, applications, and challenges. Our work is in-
tended as a resource for network researchers, practitioners,
and industry stakeholders aiming to understand, design, and
implement self-running networks.

B. Prior Works

To date, there is no comprehensive effort that brings together
work related to self-running networks and organizes these
contributions into a cohesive, end-to-end vision. There are
survey papers that focus on some aspects of these networks.
This section reviews key surveys and clarifies how our work
advances the state of the art, as shown in Table II, sum-
marizing prior studies. Early foundational works on self-*
functionalities (i.e., self-configuration, self-optimization, self-
healing, and self-protection) as important aspects of next-
generation networks were presented by Dobson et al. [23] and
Movahedi et al. [24], who surveyed autonomic communication
and proposed paradigms for these functionalities. While these
works laid the conceptual groundwork, they predate key de-
velopments such as SDN and modern ML, and thus fall short
of addressing the requirements for real-time autonomy.

ML as an enabler of network intelligence is addressed in
surveys by Boutaba et al. [25] and Luong et al. [26]. The
former covers a wide range of ML techniques applied to traffic
prediction, QoS optimization, and anomaly detection, while
the latter focuses on Deep Reinforcement Learning (DRL) for
dynamic decision-making tasks like routing and access control.
Although both surveys demonstrate the potential of ML in
network intelligence, they focus on algorithmic tools without
studies on other components and operations of networks. High-
level Paradigms such as Intent-Based Networking (IBN) and
Zero-touch network and Service Management (ZSM) have also
drawn attention. Surveys by Pang et al. [27] and Leivadeas et
al. [28] review IBN architectures, policy translation mecha-
nisms, and lifecycle management strategies. Similarly, Coron-
ado et al. [29] and Liyanage et al. [30] study the ETSI ZSM
framework and its relevance for 5G service. However, both
IBN and ZSM are treated as isolated paradigms rather than as
subsystems within broader networks.

Recent efforts have also explored autonomy in specialized
network contexts. Bai et al. [31] survey DRL applications in
multi-UAV wireless networks, where dynamic environments
demand decentralized, closed-loop coordination. Zuo et al.
[32] examine the fusion of blockchain and AI for secure,
autonomous decision-making in 6G networks. While these
works illustrate advanced capabilities in niche scenarios, they
are narrow in scope and do not offer generalized architectural
models or benchmarks for broader network autonomy. Hence,
the following key limitations are unaddressed:

• Lack of an Integrated System-Level Model: Prior sur-
veys address network autonomy in a piecemeal manner,
focusing either on isolated algorithmic tasks or abstract
architectural paradigms, and they lack a unified concep-
tual model that captures the full autonomy cycle.

• Underspecification of Self-* Functionalities: While
self-configuration, self-optimization, self-healing, and
self-protection are mentioned, prior works do not sys-
tematically define how these operate across the network
lifecycle.

• Fragmented Research Landscape Lacking Synthesis:
Prior literature is highly fragmented, split across disci-
plines (e.g., AI, telecom, cloud) and problem areas, with
little effort to categorize findings or reveal cross-cutting
insights.

• Absence of Autonomy Maturity Framework: Existing
surveys highlight advancements but do not offer a struc-
tured way to evaluate or compare autonomy levels. This
leaves research and industry without a shared vocabulary
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for progress.

C. Contributions of our Survey Paper

Aligned with the motivation and gaps from prior works
outlined in Section I-A and I-B, our primary contributions are
as follows:
• We propose a conceptual framework that integrates in-

terrelated layers, from monitoring and data collection to
feedback and continuous improvements, each with distinct
components. This model offers a structured foundation for
implementing self-running networks.

• We specify how self-* functionalities (i.e., self-
configuration, self-optimization, self-healing, and self-
protection) operate throughout the network lifecycle,
summarizing their mechanisms, challenges, and domain-
specific applications.

• We introduce a six-level autonomy maturity model that
delineates the progression from fully manual to fully au-
tonomous networks. This model serves as a roadmap for
network operators and designers seeking to evaluate the
autonomy of their deployments.

• We consolidate existing research into two main categories:
fundamental paradigms and practical applications. This syn-
thesis provides a coherent view of the current state of the
art, revealing trends, gaps, and opportunities in the pursuit
of self-running networks.

• We conduct a thorough examination of key challenges, in-
cluding security, interoperability, and scalability, that impede
real-world adoption. Additionally, we explore promising
directions and outline their potential and limitations to
address existing challenges and accelerate the transition
toward deployable self-running networks.

D. Organization of the Paper

As depicted in Figure 2, the remainder of the paper is
organized as follows. Section II formalizes the concept of
self-running networks by presenting a conceptual model and
describing each architectural layer together with its constituent
components. Section III analyzes the four fundamental func-
tionalities of self-running networks, highlighting their roles,
underlying mechanisms, operational challenges, and repre-
sentative application domains. Section IV surveys current
research and development efforts aimed at realizing self-
running networks. Section V discusses the open challenges
and key considerations that must be addressed before large-
scale deployment. Finally, Section VI summarizes the paper’s
contributions and outlines directions for future work.

II. SELF-RUNNING NETWORKS: A CONCEPTUAL MODEL
AND COMPONENTS

Self-running (or “autonomous”) networks represent a major
evolution in network management. These networks integrate
multiple components to monitor, analyze, and adapt to condi-
tions in real time without human intervention. In line with
IBM’s widely adopted MAPE-K loop framework for auto-
nomic systems [4], this section presents a conceptual model

for a self-running network environment. As shown in Figure
3, the model comprises several interrelated layers, each with
distinct components. The model operates in a cyclical, closed-
loop process to enable end-to-end automation and intelligence.
To complement this visual representation, Table III provides a
detailed summary of each layer’s core components and their
respective functions within self-running networks. While exact
implementations may vary,* each layer in this model con-
tributes to a closed-loop process, where continuous monitoring
drives automated decisions and actions.

A. Monitoring and Data Collection Layer

By collecting real-time metrics, this layer offers a dynamic
view of network conditions, including traffic flows and poten-
tial issues. This layer includes two components: Sensors and
Probes, and Data Aggregation.

1) Sensors and Probes: Strategically deployed across net-
work endpoints, switches, routers, and other network elements,
these systems capture real-time metrics such as latency, band-
width usage, packet loss, CPU and memory utilization, and
security logs. They operate across multiple layers, including
physical, data link, network, transport, and application. They
are designed for minimal performance impact on the underly-
ing devices, and they balance the need for detailed monitoring
with any possible resource constraints.

2) Data Aggregation: Telemetry collected from various
sources (e.g., Sonata [33]) is aggregated into centralized
repositories or streaming frameworks such as Kafka [34],
Spark [35], or similar big-data platforms. This process includes
formatting, time-stamping, filtering, and compressing the data
to reduce noise and storage overhead. While this layer en-
sures high-quality telemetry collection and basic filtering, the
responsibility for interpreting this data lies with the subsequent
analysis and intelligence layer.

B. Data Analysis and Intelligence Layer

This layer leverages advanced analytics and AI models
to convert data into insights, enabling automated or semi-
automated actions. The layer consists of three key components:
the Analytics Engine, Pattern Recognition, and Decision Sup-
port.

1) Analytics Engine: Utilizing statistical methods (e.g., lin-
ear regression for capacity planning [36]), along with ML and
AI algorithms (e.g., Deep Learning (DL) frameworks for com-
plex network trace processing [37], [38]), this component pro-
cesses real-time and historical data. It handles large volumes
of network metrics, generating key performance indicators,
classifying network states, and producing predictive scores
to estimate the risk of congestion, failure, or performance
degradation.

*Different self-running network architectures may structure or name
layers and components differently, depending on specific requirements and
design philosophies. Besides, terms like “analytics,” “intelligence,” or “orches-
tration” may overlap or be subdivided into alternative frameworks. Despite
these variations, the principle of a closed-loop approach, where continuous
monitoring drives automated decisions and actions, remains consistent across
all self-running network models.
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TABLE I: Flagship Academic and Industrial Initiatives Advancing Self-Running Networks

Category Institution/Organization Project Year Primary
Focus

Key Autonomous
Capability

Academic

EU’s 7th Framework Programme SOCRATES [16] 2008 Self-organizing LTE RAN On-device learning for channel/radio-
parameter selection

Horizon 2020 (H2020) consortium SELFNET [19] 2017 Autonomic NFV/SDN
management stack

Cross-layer self-healing and self-
protection

Delft University of Technology GP4P4 [17] 2019 Genetic programming to
generate P4 data-plane
programs from high-level
intents

Fully automated intent→P4-rule compi-
lation without human coding

Lawrence Berkeley Nat. Lab Self-Driving Science Network [18] 2020 High-throughput scientific
WAN transfers

ML-driven closed-loop traffic steering
with anomaly handling

Industry
Huawei Intelligent Driving Networks [20] 2018 End-to-end mobile service

assurance via a live digital
twin

AI-driven policy optimisation (“Auton-
omy by Layer”)

Juniper Mist AI [21] 2019 Campus and SD-WAN op-
erations

Root-cause analysis + proactive anomaly
remediation

Nokia Digital-Twin Network Ops [22] 2023 Digital-twin network mod-
eling and simulation

AI-powered predictive slice optimization
ahead of demand peaks

Legend: Projects are grouped by category (Academic or Industry); citations next to project names indicate the primary reference for each initiative.

TABLE II: Summary of Related Surveys versus our Survey

Year Survey Contribution Research Dimensions
System-Level

Model
Self-* Functionalities

Specification
Research Synthesis

Across Domains
Autonomy Maturity

Framework
2006 Dobson et al. [23] Early conceptualization of autonomic communication and self-*

functionalities
✓ ✓ ✗ ✗

2011 Movahedi et al. [24] Architectural overview of autonomic systems pre-ML and pre-
SDN

✓ ✓ ✗ ✗

2018 Boutaba et al. [25] Machine learning approaches applied to traditional network man-
agement

✗ ✓ ✓ ✗

2019 Luong et al. [26] Deep RL-based automation techniques for dynamic decision-
making across diverse networking tasks

✗ ✓ ✓ ✗

2020 Pang et al. [27] Intent-based networking models including IBN lifecycle integra-
tion for automated management

✓ ✓ ✗ ✗

2022 Leivadeas et al. [28] IBN frameworks and automation pipelines in software-defined
networks

✓ ✓ ✗ ✗

2022 Coronado et al. [29] ETSI-aligned ZSM framework for 5G-specific network automa-
tion

✓ ✓ ✗ ✗

2022 Liyanage et al. [30] Taxonomy of ZSM concepts, including automation challenges,
and orchestration enablers in 5G and beyond networks

✓ ✓ ✗ ✗

2023 Bai et al. [31] RL-based closed-loop control for multi-UAV wireless networks
with self-optimizing coordination and trajectory adaptation

✗ ✗ ✓ ✗

2023 Zuo et al. [32] Synergistic use of blockchain and AI for secure, intelligent
automation in 6G wireless networks

✗ ✗ ✓ ✗

2025 Our Survey Proposes a conceptual model for Self-Running Networks
that integrates telemetry, analytics, intent, verification, and
enforcement across domains, and specifies the networks’ key
components, functionalities, and associated challenges

✓ ✓ ✓ ✓

Legend: ✓= addressed; ✗= not addressed.

2) Pattern Recognition: This component identifies trends
in network usage, traffic flow, and resource consumption,
enabling proactive responses to emerging conditions. It de-
tects anomalies that deviate from historical baselines, such as
sudden spikes in latency or unusual changes in bandwidth
usage, which may indicate security breaches or impending
failures. Additionally, it predicts potential issues, such as link
congestion or hardware degradation, before they escalate.

3) Decision Support: This component interprets analytical
outputs and provides recommendations for possible network
actions, such as rerouting traffic or adjusting QoS settings.
It can operate in fully automated mode, where changes are
executed without human intervention, or in semi-automated
mode, allowing an administrator to review recommendations
before implementation. It aligns decisions with high-level
business and technical policies, ensuring that performance
objectives are balanced with constraints such as cost, energy
consumption, and regulatory compliance. The resulting recom-

mendation is expressed at the intent level (e.g., “shift 15 %
of video traffic off Link X”); translation into vendor-specific
commands is delegated downstream to the next layer.

C. Policy and Orchestration Layer

This layer translates high-level business and service require-
ments into consistent, enforceable actions across the network
infrastructure. It is composed of three components: Policy
Definition, Orchestration Engine, and Workflow Automation.

1) Policy Definition: Network administrators define high-
level objectives and constraints, such as QoS levels, secu-
rity rules, and cost limits, using human-readable or domain-
specific languages. These policies are dynamically updated as
business needs evolve, which enables networks to adapt and
remain aligned with organizational strategies.

2) Orchestration Engine: This component interprets poli-
cies and translates them into device-specific configurations and
commands. It interfaces with various network components,
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such as controllers, routers, and virtualized services, to provi-
sion or modify resources in real time. To check interoperability
across heterogeneous devices and platforms, it often leverages

standardized APIs or protocols, such as NETCONF [39],
REST [40], and gRPC [41].
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TABLE III: Layers, Components, and Key Functions of the Self-Running Network Model

Layer Components Key Functions
Monitoring and Data Collection Sensors and Probes; Data Aggregation Capture, filter, and preprocess real-time metrics (e.g., traffic,

latency, errors) from network elements.
Data Analysis and Intelligence Analytics Engine; Pattern Recognition; De-

cision Support
Transform raw telemetry into insights: detect anomalies, predict
conditions, and recommend actions.

Policy and Orchestration Policy Definition; Orchestration Engine;
Workflow Automation

Translate high-level intents into device-level configurations and
automate multi-step workflows.

Verification and Validation Formal Verification; Runtime Validation Guarantee correctness and compliance of planned changes, both
pre-deployment and in live operation.

Control and Execution Network Controllers/Management Systems;
Closed-Loop Execution

Programmatically enforce policies and apply configuration up-
dates in real time.

Knowledge Base Configuration Database; Historical Data;
Contextual Information

Store and manage state, past metrics, and contextual metadata to
inform analytics and decisions.

Feedback and Continuous Im-
provement

Feedback Loops; Machine Learning
Pipelines; Adaptive Policies

Refine ML models and policies using post-action outcomes to
close the automation loop.

3) Workflow Automation: This component coordinates and
sequences network configuration tasks across a wide range
of components, including physical infrastructure, SDN con-
trollers, virtual machines, containers, and Internet of Things
(IoT) endpoints. Automating routine or repetitive processes,
such as pushing configuration changes or creating new service
chains, reduces the likelihood of human error and accelerates
deployment times. Tools like Ansible [42], Chef [43], or
custom scripts are often employed to check consistency and
traceability in network configurations.

D. Verification and Validation Layer

This layer acts as a safeguard to keep network functionality
error-free and secure [44], [45]. By addressing the critical need
for trust in autonomous systems, this layer confirms that the
network operates dynamically while maintaining compliance
with policies and performance objectives. The Verification and
Validation Layer consists of two key components: Formal
Verification and Runtime Validation.

1) Formal Verification: This component employs mathe-
matical and logical methods to validate critical properties of
the network. Its primary objectives include verifying reachabil-
ity to make sure all endpoints can communicate without loops
or black holes [46], validating that configurations align with
security rules [47], service-level agreements, and regulatory
constraints, and maintaining safety and liveness to guarantee
stable and responsive network behavior under all conditions,
including failures. Tools such as model checkers (e.g., SPIN
[48], [49], NuSMV [50], [51]) and theorem provers (e.g.,
Z3 [52]) can be used to analyze configurations and planned
changes in a controlled, pre-deployment environment. Model
checking [53] explores the state space of configurations to
check specific properties hold true, while theorem proving
[54], [55] validates compliance with rules and constraints.
In addition, symbolic execution [56]–[58] can complement
these methods by examining execution paths and parameters
to identify potential vulnerabilities and weaknesses in network
configurations, logic, or design.

2) Runtime Validation: While formal verification validates
configurations before deployment, runtime validation checks
that real-time network operations adhere to predefined policies,
service-level agreements, and high-level intents. It focuses on

changes in configurations or operations, such as traffic rerout-
ing, QoS updates, or resource reallocations, verifying com-
pliance with policies and preventing unintended disruptions.
For example, when a routing algorithm modifies traffic flows
to alleviate congestion, runtime validation confirms adherence
to security rules and QoS objectives, avoiding performance
degradation or side effects. Also, runtime validation leverages
IBN principles [59] and tools like Intent Verifier [60] to
translate high-level intents (e.g., prioritizing traffic during
critical events) into actionable configurations.

E. Control and Execution Layer
This layer is responsible for applying decisions made by

analytics and policy systems to the physical and virtual in-
frastructure. It executes changes programmatically, allowing
the network to respond in real time to dynamic conditions and
high-level directives. It includes two key components: Network
Controllers/Management Systems and Closed-Loop Execution.

1) Network Controllers/Management Systems: This compo-
nent provides centralized programmatic control over network
devices and services. Examples include SDN controllers such
as OpenDaylight [61] and ONOS [62], which offer unified in-
terfaces to manage switches, routers, and services like firewalls
and load balancers. These systems use standardized protocols
(e.g., OpenFlow [63]) and RESTful Application Programming
Interfaces (APIs) to confirm interoperability across multiple
vendors. Controllers expose northbound APIs to communicate
with orchestration and policy layers, and southbound APIs to
apply configuration updates to the underlying infrastructure.

2) Closed-Loop Execution: This component enables the
real-time implementation of actions recommended by higher
layers. It applies updates and feedback such as traffic rerout-
ing, firewall rule adjustments, or QoS tuning without human
intervention. Feedback mechanisms are integrated to monitor
the impact of these changes, collecting metrics like latency
and error rates, and reporting them back to the monitoring
and analytics layers.

F. Knowledge Base (Database/Repository)
This layer serves as the central repository of information

that supports all other components of the self-running network.
It includes three key components: the Configuration Database,
Historical Data, and Contextual Information.
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1) Configuration Database: This component tracks the
current state of physical and virtual network elements and
how they are connected. It supports consistent and reliable
operation by providing real-time access to configuration de-
tails. Version control allows changes to be reviewed, rolled
back, or audited.

2) Historical Data: This component stores past records of
traffic patterns, resource usage, and performance indicators. It
helps the analytics layer detect trends, predict future capacity
needs, and identify issues that develop over time.

3) Contextual Information: This component includes meta-
data that describes the business, user, or application context,
such as service-level agreements, usage policies, or location-
specific constraints. By using this information, the network
can make decisions that reflect business goals and regulatory
requirements. It enables the system to prioritize actions based
on user needs and organizational rules.

G. Feedback and Continuous Improvement

This layer enables a self-running network to evolve based
on new data, changing conditions, and continuous insights,
rather than remaining static. Furthermore, it bridges the gap
between what the network is configured to do and what it
should do to achieve optimal performance, while remaining
efficient and reliable over time. This layer includes Feedback
Loops, Machine Learning Pipelines, and Adaptive Policies.

1) Feedback Loops: This component evaluates the out-
comes of automated actions, comparing actual performance
against expected results, such as latency levels following a
route change. When discrepancies or suboptimal trends are
identified, this information is fed back into the analytics or
decision-making layers, enabling the refinement of strategies.

2) Machine Learning Pipelines: This component incorpo-
rates periodic model retraining to update AI/ML models with
newly gathered data, ensuring they adapt to changes in traffic
patterns, device performance, and user demands. To manage
high volumes of network metrics, logs, and historical data
efficiently, the system leverages scalable infrastructure, often
utilizing distributed or cloud-based ML pipelines.

3) Adaptive Policies: This component enables iterative re-
finement, allowing administrators or automated processes to
adjust policies, such as security rules or QoS priorities, in
response to evolving business needs or regulatory conditions.
By leveraging real-time analytics and historical insights, it
drives performance-based adjustments to optimize cost sav-
ings, throughput, and compliance.

III. FUNCTIONALITIES OF SELF-RUNNING NETWORKS

Based on the conceptual model outlined in Section II,
we now analyze the behaviors that distinguish self-running
networks from traditional automated systems. These behav-
iors are defined by four interrelated self-* functionalities:
self-configuration, self-optimization, self-healing, and self-
protection. These functionalities manifest across the network
lifecycle, enabling intelligent and autonomous operation. To
provide a high-level view of these, Figure 4 illustrates the
four self-* functionalities alongside their primary objectives
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Fig. 4: Self-* functionalities in self-running networks and their
primary objectives

in self-running networks. Table IV summarizes their mech-
anisms, operational challenges, and domain-specific applica-
tions. Moreover, in Subsection III-E, we present the network
autonomy maturity model, which helps evaluate the levels of
autonomy and intelligence in network environments.

A. Self-Configuration

Self-configuration enables networks to set up and adapt their
parameters and resources in response to real-time conditions,
operational goals, and environmental changes [64], [65]. This
functionality addresses the challenges of manual configuration
in large-scale, heterogeneous, and evolving networks.

1) Key Principles and Mechanisms: This functionality is
supported by three primary mechanisms: Intent-Based Config-
uration [66], Zero-Touch Provisioning (ZTP) [67], [68], and
Policy-Driven Adaptation [69], [70]. Intent-based configura-
tion enables networks to derive low-level configurations from
high-level intents. By abstracting away manual complexity,
intent-based configuration enables operators to define objec-
tives in declarative terms, such as ”maximize throughput while
maintaining low latency for critical applications.” This intent
is translated into optimized routing policies, traffic engineering
adjustments, and QoS configurations. The implementation
of intent-based configuration follows a structured process.
First, AI-driven intent engines parse and infer user-defined
goals, converting them into actionable network requirements
[71]. Next, constraint-based optimization confirms that the
generated configurations adhere to network constraints, such
as bandwidth, latency, and resource availability [72]. Finally,
continuous validation mechanisms adjust configurations in
response to deviations caused by workload fluctuations, con-
gestion, or security threats [73].

ZTP enhances self-configuration by automating the deploy-
ment and configuration of network devices [74]. With ZTP,
newly deployed devices, such as routers, switches, and virtual
appliances, register upon connection, retrieve the necessary
firmware and configurations from a centralized controller,
and undergo authentication checks to verify compliance with
security policies [76]. By eliminating the need for manual
setup, ZTP accelerates large-scale network rollouts, enhances
scalability, and reduces the risk of misconfigurations that could
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TABLE IV: Overview of the Four Self-* Functionalities in Self-Running Networks: Key Mechanisms, Operational Challenges,
and Domain-Specific Applications

Functionality Key Mechanisms Operational Challenges Domain-Specific Applications

Self-Configuration • Intent-Based Configuration [66],
[71]–[73]

• ZTP [67], [68], [74]–[76]
• Policy-Driven Adaptation [69], [70],

[77]–[80]

• Scalability [81], [82]
• Reliability [83]
• Human oversight vs. autonomy [84]

• Network slicing in 5G [64], [85],
[86]

• Dynamic resource allocation and
intelligent load balancing in data
center networks [87], [88]

• Network parameters adjustments in
IoT [89]–[91]

Self-Optimization • Intent-Based Optimization [92]–[94]
• Policy-Driven Optimization [95]
• Autonomic Resource Orchestration

[96]–[99]

• Stability vs. responsiveness [100]
• Computational overhead and

real-time decision-making
constraints [101]

• Cross-domain interoperability [102]

• Power control and handover
optimization in 5G [103], [104]

• Auto-scaling and load balancing in
cloud computing [105]

• Routing and resource tuning in
IoT/edge computing [106]

• Traffic prediction in transport [107]
• Energy savings in green networking

[108]

Self-Healing • Anomaly detection and diagnosis
[109]–[116]

• Automated recovery and
remediation [117], [118]

• Proactive failure prevention
[119]–[124]

• Redundancy and failover
management [125]–[133]

• Root cause analysis and adaptive
optimization [134]–[137]

• Accurate fault detection [138]
• False positives and negatives [139],

[140]
• Root cause localization [141]
• Performance overhead [142]
• Excessive or unstable recovery

actions [143]
• Cascading failures [144]

• Automated network slicing recovery
and base station failover in 5G
[145], [146]

• Server and switch failover in data
centers [147], [148]

• Device recovery and rerouting in
IoT/edge [117], [149]

• Link failure detection in SD-WAN
[150]

• Fault mitigation in optical networks
[151], [152]

Self-Protection • Proactive threat detection [153],
[154]

• Dynamic Policy
Enforcement/Autonomous
Decision-Making [155]–[157]

• Intelligent Isolation and
Containment [158]–[160]

• Behavioral Analysis/UEBA [161],
[162]

• Deception Techniques [163]

• Accuracy and Reliability of AI
Models [164]

• Aggressiveness of Automated
Actions [165]

• Computational Overhead and
Scalability [166]

• Resource Constraints in IoT and
Edge [166]

• Legal and Regulatory Compliance
[157]

• Threat detection and isolation in 5G
[154]

• Resilience in MEC via fault
isolation and workload rerouting
[101]

• Secure infrastructure defense in
autonomous transport systems [167]

• Cyber-physical protection in
industrial control and critical
infrastructure [157]

lead to performance degradation or security vulnerabilities
[75]. Policy-driven adaptation complements intent-based con-
figuration and ZTP [77]. This mechanism guarantees that these
configurations and deployments remain aligned with orga-
nizational requirements, security mandates, and performance
objectives as network conditions evolve [80]. Policies are
defined by either administrators or inferred autonomously by
the system using AI/ML models [78], [79], specifying high-
level outcomes rather than granular implementation details.

2) Operational Challenges and Domain-Specific Applica-
tions: Scalability is one of the primary concerns, as the intri-
cacy of managing configurations grows with network size, par-
ticularly in heterogeneous environments that combine legacy
systems with next-generation networks [81], [82]. Reliability
is also vital, as incorrect or suboptimal configurations can lead
to significant service disruptions, degraded performance, or
heightened security vulnerabilities [83]. Another challenge is
balancing autonomy with human oversight. While the goal
is to minimize manual intervention, edge cases and unfore-
seen scenarios may necessitate mechanisms for human-in-the-

loop supervision to prevent cascading failures [84]. Despite
these challenges, self-configuration has demonstrated potential
through successful applications across different domains. In
5G, it enables the autonomous management of network slicing
and guarantees that each slice meets the requirements of spe-
cific applications, such as ultra-low latency for autonomous ve-
hicles or high reliability for industrial systems [64], [85], [86].
In data center networks, self-configuration supports dynamic
resource allocation and intelligent load balancing, optimizing
performance, energy consumption, and operational costs [87],
[88]. Similarly, in IoT ecosystems, self-configuration plays
a critical role in edge computing by dynamically adjusting
network parameters to accommodate device heterogeneity,
mobility, and varying bandwidth requirements [89]–[91]. As
research continues to address limitations, the role of self-
configuration is expected to expand, laying the groundwork
for self-running networks.
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B. Self-Optimization

Self-optimization enables networks to tune performance by
adjusting operational parameters and resource allocations in
response to changing workloads, traffic patterns, environmen-
tal conditions, and user demands. Through this functionality,
the network makes informed decisions to balance two com-
peting concerns: resource overprovisioning, such as allocat-
ing excess CPU cores or memory, or unnecessarily scaling
cloud instances during stable workloads, and service request
violations, such as underprovisioning bandwidth, insufficient
memory, or inadequate CPU allocation. For example, a SDN
controller can leverage real-time traffic analytics and ML to
optimize bandwidth allocation across multiple network paths
[107]. During high demand, the controller redistributes traffic
to underutilized links, reducing congestion without overprovi-
sioning. During low demand, it merges flows to save energy
by disabling idle links, thereby improving overall efficiency.
This functionality keeps optimal QoS while preventing both
excessive resource allocation (e.g., unused bandwidth) and
service-level violations (e.g., packet loss and increased latency
due to under-provisioning).

1) Key Principles and Mechanisms: This functionality is
supported by three primary mechanisms: intent-based opti-
mization, policy-driven optimization, and autonomic resource
orchestration. Similar to intent-based configuration, intent-
based optimization allows operators to define high-level per-
formance goals, which are interpreted by AI-driven engines
and translated into real-time network adjustments such as
dynamic load balancing, resource scaling, and traffic redistri-
bution to maintain optimal network performance [92]. The ef-
fectiveness of intent-based optimization is further enhanced by
closed-loop control systems, which enable the network to react
to traffic surges, hardware failures, or changing application
demands [93], [94]. In addition to intent-based optimization,
policy-driven optimization defines optimization policies that
guide network adaptations within predefined operational con-
straints. Policies can be either static or adaptive. Static policies
remain fixed, such as predefined bandwidth caps, processing
power limits, or quality of service requirements. In contrast,
adaptive policies leverage AI and ML to adjust rules based on
historical data, real-time network conditions, and predictive
analytics [95].

Also, autonomic resource orchestration checks that re-
sources such as processing power, storage, and network band-
width are allocated across multiple network layers to optimize
overall efficiency. This mechanism includes resource-aware
scheduling [96], network slicing [97], and traffic engineering
[98] to help distribute resources based on latency requirements,
energy constraints, and real-time demand fluctuations. For
example, network slicing allows networks to create dedicated,
logically isolated segments optimized for specific services,
such as low-latency communication for autonomous systems
or high-throughput connectivity for data-intensive applica-
tions.

2) Operational Challenges and Domain-Specific Applica-
tions: One of the primary challenges is balancing perfor-
mance with stability. While self-optimization mechanisms

adjust network parameters to enhance efficiency, excessive
optimization can lead to system oscillations, instability, and
unintended performance degradation [100]. Another challenge
is computational overhead and real-time decision-making con-
straints. Self-optimization relies on AI-driven analytics, pre-
dictive modeling, and real-time monitoring, all of which re-
quire substantial computational resources. Optimization mech-
anisms must make decisions with minimal latency in time-
sensitive, resource-constrained environments such as 5G and
edge computing, ensuring that network adaptations occur fast
enough to maintain service quality [101]. Also, interoper-
ability across network architectures is another concern. Self-
optimization must function across SDN, network function
virtualization Network Functions Virtualization (NFV), and
traditional hardware-based infrastructure, ensuring compatibil-
ity without sacrificing efficiency [102]. Despite these chal-
lenges, self-optimization has demonstrated real-world impact
across multiple domains. Self-optimization in 5G networks
can adjust transmission power levels, reallocate spectrum
resources, and optimize handover mechanisms [103], [104]. In
cloud computing, self-optimization supports intelligent work-
load distribution, dynamic auto-scaling, and power-efficient
resource allocation [105]. By adjusting transmission power,
routing paths, and computational workloads, self-optimization
in IoT networks improves device longevity and responsiveness
[106]. Self-optimization facilitates real-time traffic prediction,
congestion-aware rerouting, and adaptive vehicle-to-vehicle
communication in autonomous vehicles and intelligent trans-
portation systems. In energy-efficient networking and green
computing, self-optimization is reducing carbon by adjusting
resource usage, enabling sleep modes for underutilized net-
work devices, and optimizing power distribution [108].

C. Self-Healing

This functionality allows networks to detect, diagnose, and
recover from faults or performance issues by analyzing the
issue and triggering predefined or adaptive remediation strate-
gies [168], [169]. For instance, a failed network link prompts
automatic traffic rerouting to maintain service continuity [170].
Similarly, if a device malfunctions, the network isolates the
faulty component and redistributes traffic across available
nodes to sustain operations.

1) Key Principles and Mechanisms: This functionality is
supported by several key mechanisms: anomaly detection
and diagnosis, automated recovery and remediation, proactive
failure prevention, redundancy and failover management, and
root cause analysis and adaptive optimization. Anomaly de-
tection and diagnosis is achieved through real-time monitoring
systems that collect and analyze telemetry, such as packet loss,
latency, and throughput. Statistical methods, such as Expo-
nential Moving Averages and Cumulative Sum Control Charts
[109]–[111], help detect deviations from baseline performance
metrics by monitoring historical trends for significant shifts.
Behavior-based techniques, such as Maximum Entropy Esti-
mation [113], analyze deviations in network traffic to identify
potential anomalies. Other approaches, such as the Static Base-
line Algorithm [114], enhance anomaly detection by setting
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predefined thresholds and flagging unexpected deviations. ML-
based approaches, including Random Forests, Support Vec-
tor Machines, clustering, and autoencoders, identify patterns
indicative of faults [115], [116]. Moreover, DL models are
effective for time-series analysis, detecting complex, multi-
dimensional anomalies [112].

Once a fault is detected, automated recovery mechanisms
restore normal operations via orchestration platforms and
policy-based automation [117], [118]. For example, SDN
reroutes traffic through alternate paths using OpenFlow, and
orchestration tools like Kubernetes or OpenStack restart failed
Virtualized Network Functions or containers. Control-theory
feedback loops and Reinforcement Learning (RL) also refine
these actions in real time [171], [172]. Low-level automation,
such as Python scripts and Ansible playbooks, can handle
fine-grained tasks such as log analysis, connection resets,
and firmware updates. To further enhance network resilience,
proactive failure prevention anticipates and mitigates potential
issues before they occur [119].

This is achieved through predictive analytics and adaptive
resource management. Predictive maintenance models, such as
Random Forests and Gradient Boosting Machines, analyze his-
torical data to predict failures in critical network components,
such as routers or switches, based on performance metrics
like CPU usage, memory utilization, and temperature. For
example, by monitoring these metrics, the system can identify
patterns indicative of an impending router failure, enabling the
network to reroute traffic, balance loads, or schedule mainte-
nance before a disruption occurs [120]. Moreover, time-series
forecasting models, such as Prophet, are employed to forecast
network load and resource utilization. These forecasts allow
for preemptive scaling or reallocation of resources, ensuring
optimal performance even under varying demand [121], [122].
Digital twins (i.e., virtual replicas of the network) can also be
utilized because they allow the network to test and implement
solutions in a virtual environment before deployment [123],
[124].

While proactive measures and automated recovery mech-
anisms improve network resilience, ensuring uninterrupted
service also requires robust redundancy and failover mech-
anisms [125]–[127]. High availability architectures deploy
redundant hardware or software components to guarantee
seamless failover, such as hot standby router protocol [128]
for router redundancy or bidirectional forwarding detection
[129] for rapid link failure detection in network environments.
Load balancers like NGINX [130] and HAProxy [131] dis-
tribute traffic across multiple nodes, checking that failures
in one component do not disrupt the entire network. Also,
stateful failover mechanisms, such as Cisco stateful switchover
[132] and Kubernetes StatefulSets [133], preserve session
data during failover, enabling uninterrupted service even when
individual components fail [173].

Additionally, the ability to diagnose and address the root
cause of faults is critical for achieving true self-healing
functionality in self-running networks. Advanced AI/ML-
based techniques, such as graph-based algorithms and causal
inference models, enable root cause analysis by analyzing
system dependencies and identifying the underlying sources

of failures [134], [135]. Once the root cause is identified,
RL agents iteratively refine recovery strategies, adapting to
dynamic network conditions and optimizing remediation ac-
tions based on real-time feedback [136]. Also, Explainable
AI (XAI) techniques, such as Shapley additive explanations
and model-agnostic explanations, provide transparency into
AI-driven decision-making [137].

2) Operational Challenges and Domain-Specific Applica-
tions: Self-healing offers significant benefits, but it also faces
several challenges that must be addressed to realize its full po-
tential. First, accurate fault detection is a key part of effective
self-healing, yet it remains a significant challenge [138]. Self-
healing systems must precisely differentiate between transient
issues (e.g., temporary congestion, packet loss) and persistent
failures (e.g., hardware malfunctions, software bugs). How-
ever, legitimate network changes, such as updates, reconfigu-
rations, or traffic rerouting, can potentially exhibit behaviors
similar to faults, leading to false positives or false negatives.
To address this, self-healing systems must incorporate context-
aware detection mechanisms that consider the operational state
of the network and leverage historical data to improve fault
identification accuracy [139], [140]. Beyond fault detection,
pinpointing the exact source of a problem, especially in multi-
layered, highly distributed networks, is important. Modern
networks often consist of interdependent layers, including
programmable SDN controllers, Virtual Network Functions
(VNF)s, and physical infrastructure, each introducing potential
points of failure. For example, performance degradation in
a VNF could stem from an underlying hardware issue, a
misconfiguration in the SDN controller, or even a cascading
effect from another VNF. This complexity is exacerbated in
multi-vendor environments, where proprietary systems and a
lack of standardized telemetry data hinder cross-layer diagnos-
tics. Advanced root cause techniques and distributed tracing
tools (e.g., Jaeger, OpenTelemetry) are essential for mapping
dependencies and identifying the true source of faults [141].

However, these techniques often require significant compu-
tational resources and may struggle with real-time analysis in
large-scale networks. In addition, mechanisms such as redun-
dancy, failover, and traffic rerouting can consume additional
bandwidth and computational resources, leading to increased
latency or resource contention. Finally, preventing cascading
failures is also a challenge, where an automated recovery
action inadvertently triggers a chain reaction of additional
failures [144]. For example, rerouting traffic to bypass a
failed node may overload adjacent nodes, or poorly designed
reconfiguration loops, where the network repeatedly attempts
and fails to resolve a fault, can worsen disruptions.

Even with these challenges, self-healing has been applied
in various network environments. In 5G networks, self-healing
enables the autonomous recovery of network slicing and base
stations, ensuring uninterrupted service for critical applications
such as augmented reality [145], [146]. For example, if a base
station fails, self-healing mechanisms can reroute traffic to
neighboring stations or activate backup resources, maintaining
seamless connectivity. In data center networks, self-healing
supports rapid failover and load redistribution during network
failures, recovers performance, and minimizes downtime. For
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instance, if a server or switch fails, the system can reroute
traffic and redistribute workloads to healthy nodes [147],
[148]. In IoT networks, self-healing facilitates edge computing
by adjusting to device failures or connectivity issues [117],
[149].

For example, if an edge device fails in a smart factory,
self-healing mechanisms can reroute data processing tasks
to other devices or the cloud. Self-healing is also applied
in enterprise networks, particularly in SD-WAN. Here, self-
healing mechanisms can detect and resolve issues such as
link failures or congestion [150]. In cloud-native environments,
self-healing is integral to container orchestration platforms like
Kubernetes, where it automatically restarts failed containers,
replaces unresponsive pods, and guarantees high availability
of microservices [174]. Additionally, in telecommunications
networks, self-healing is used to manage optical networks,
where it can detect fiber cuts or equipment failures and reroute
traffic to minimize service disruptions [151], [152].

D. Self-Protection

Unlike traditional security models that rely on static rules
and manual intervention, self-protection functionality lever-
ages intelligent automation to identify vulnerabilities, enforce
security controls, and mitigate risks before they escalate
[154]. Also, in contrast to self-healing, which focuses on
post-incident recovery, self-protection is designed to prevent
failures and security breaches through continuous monitoring,
analysis, and proactive countermeasures.

1) Key Principles and Mechanisms: Self-protection func-
tionality is supported by five key mechanisms: proactive threat
detection, dynamic policy enforcement, intelligent isolation
and containment, behavioral analysis, and deception-based de-
fense. Proactive threat detection helps to assess risk, anticipate
vulnerabilities, and adapt security postures such as Zero Trust
Security (ZTS) [156] [157]. This requires the deployment of
Intrusion Detection Systems (IDS) and Intrusion Prevention
Systems (IPS) to monitor network activity and detect malicious
behavior. Tools such as Zeek, Snort, and Cisco Secure IPS
identify patterns indicative of intrusion attempts, malware
propagation, or unauthorized access. In addition, modern IDS
IPS solutions integrate ML-driven anomaly detection, enabling
networks to recognize deviations from baseline traffic pat-
terns proactively [153]. Behavioral analysis techniques such
as User and Entity Behavior Analytics (UEBA) [161] also
enhance this functionality by monitoring deviations in user
access behaviors, device activity, and network communication
flows [162]. Moreover, this functionality integrates automated
decision-making frameworks such as SOAR and XDR to
modify firewall rules, access control policies, and encryption
protocols based on detected anomalies [155].

Intelligent isolation and containment utilize technologies
such as quarantine mechanisms [158], micro-segmentation
[159], and just-in-time [160], further enhancing system re-
silience by isolating network segments and restricting access
based on real-time risk assessment. Additionally, deception
techniques, including honey tokens and decoy systems, mis-
lead adversaries, gathering intelligence while delaying and

mitigating attacks [163]. Hence, self-protection functionality
works with self-configuration and self-optimization to modify
access controls, firewall settings, encryption protocols, and
traffic management policies in response to detected anomalies.

2) Operational Challenges and Domain-Specific Applica-
tions: Despite the advantages of self-protection in autonomous
networks, several operational challenges hinder its deployment
and effectiveness. One of the primary challenges is the accu-
racy and reliability of AI-driven decision-making in security
and performance optimization. While ML models enhance
anomaly detection and automated response mechanisms, they
are susceptible to false positives and false negatives, which can
lead to unnecessary disruptions or overlooked threats [164].
An overly aggressive self-protection mechanism may isolate
legitimate network activity, degrade system performance, or
disrupt essential services. Conversely, insufficient sensitivity in
anomaly detection may allow sophisticated attacks to bypass
security measures. Confirming that AI models are continuously
trained, validated, and refined with high-quality, unbiased
datasets is critical to improving their precision and reliability.

In large-scale networks, such as telecommunications and
cloud infrastructures, the demand for high-speed processing
and decision-making creates computational overhead. Imple-
menting lightweight AI models and edge-based security in-
telligence can help offload computational workloads to dis-
tributed processing nodes. However, balancing real-time self-
protection with network efficiency is a fundamental chal-
lenge, particularly in resource-constrained environments such
as IoT and edge computing ecosystems [166]. Moreover,
self-protection functionality needs AI-driven decision-making,
which can raise problems in security regarding transparency
and compliance with legal frameworks. This functionality
should check that actions such as isolating users, blocking
access, or migrating workload comply with legal frameworks.

However, self-protection can have profound implications
across different types of networks to make networks reliable
and resilient. For instance, deploying AI-driven self-adaptive
firewalls and autonomous security orchestration allows 5G net-
works to detect and isolate threats before they impact service
availability. Multi-access edge computing environments ben-
efit from self-protection by automatically detecting hardware
failures, isolating faulty nodes, and rerouting workloads. Also,
beyond traditional environments, self-protection is becoming
integral to autonomous transportation networks, confirming
the safe and reliable operation of connected vehicles, smart
traffic management systems, and automated fleet coordination
[167]. In industrial control systems and critical infrastructure,
self-protecting networks are essential for defending power
grids, water treatment facilities, and manufacturing plants from
cyber-physical attacks and operational disruptions.

While each self-* functionality addresses specific needs,
they often rely on shared mechanisms and support each other
to achieve holistic network autonomy. For instance, anomaly
detection serves as a mechanism for self-healing and self-
protection; the former uses it to detect faults and performance
degradations, while the latter uses it to identify security threats
or behavioral deviations. Similarly, intent-based frameworks
are applied in self-configuration, self-optimization, and self-
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protection; the former translates high-level goals into device
configurations, while the latter two use intents to drive perfor-
mance tuning and adaptive security policies. Policy engines
also play a shared role, whether by enforcing configuration
rules, optimization boundaries, or access control decisions.

Even autonomic orchestration overlaps: self-optimization
and self-healing both rely on AI-driven resource orchestration
and dynamic adaptation. However, the former focuses on per-
formance efficiency and the latter on service recovery. These
overlaps highlight the need for integrated implementation
across functionalities rather than isolated implementation. The
four mentioned functionalities of self-running networks are
the keys to a new era of network management. By removing
human intervention and leveraging real-time insights, self-
running networks improve overall network performance and
enhance user experiences. However, to understand the network
intelligence and autonomy, we need a structured model that
indicates the network’s maturity and evaluates how close it
is to becoming a self-running network. This model will be
presented in subsection III-E.

E. Network Autonomy Maturity Model

The International Telecommunication Union [175] defines
a standardized framework for evaluating intelligence in future
networks, particularly focusing on IMT-2020. In the context
of self-running networks, knowing about the intelligence level
of network management plays a central role in supporting
the evolution of these next-generation networks. Their frame-
work outlines six levels of network intelligence, ranging from
fully manual, human-driven operations (Level 1) to fully
autonomous systems (Level 6). Based on this framework, we
propose a network autonomy maturity model that outlines how
intelligence evolves across different dimensions of networks.
As illustrated in Table V, the model evaluates each level based
on five key features and maps them to corresponding levels
of intelligence. These features represent essential capabilities
that develop as networks become more intelligent.

There are five features to evaluate network maturity. Net-
work contextual analysis leverages extensive datasets to gain
insights into network events and identify their underlying
causes. It provides a deep understanding of the network
environment without requiring real-time processing. Offline
predictive analytics employ AI/ML techniques to forecast
potential events or changes in a non-real-time setting, enabling
proactive planning and management. Operational decision-
making refers to the autonomous formulation and imple-
mentation of optimization policies. Here, decisions are based
on non-real-time data, ensuring strategies are data-driven and
carefully validated. Real-time inference and action focus on
immediate predictions and rapid responses, allowing the net-
work to adapt dynamically and maintain optimal performance.
Anomaly detection and resolution involve the proactive iden-
tification of unexpected events and the autonomous adjustment
of network policies to mitigate their impact.

Each level in the model reflects a specific degree of
autonomy across these five features, progressively reducing
the need for human oversight. Level 1, fully human-centric

networks, represent systems in which all cognitive and opera-
tional functions, ranging from context analysis to decision-
making and exception handling, are entirely performed by
human operators. These networks lack any form of machine
intelligence or real-time predictive capability, relying solely
on manual intervention and expertise. Level 2, assisted au-
tomation networks introduce limited AI assistance specifically
for contextual analysis under constant human supervision. Hu-
man operators control decision-making, prediction tasks, and
exception handling. Level 3, advanced automation networks,
extend AI autonomy into context analysis, requiring only
occasional human oversight, while integrating AI-assisted pre-
dictive analytics under human supervision. Decision-making,
real-time predictions, and exception handling remain fully
controlled by human experts.

Level 4, partially autonomous networks significantly expand
AI autonomy, independently performing most context analyses
with minimal oversight and moderate autonomy in real-time
and predictive analytics. Humans retain primary responsibility
for decisions and fully control exception handling, reflecting
a balanced human-AI collaborative environment. Level 5,
advanced autonomous networks, represents near-complete AI
autonomy across all analytical and operational tasks, including
context analysis, predictive analytics, and operational decision-
making, requiring minimal human intervention. Human over-
sight is limited primarily to exception handling, specifically
managing unusual or critical scenarios exceeding AI capa-
bilities. Level 6, fully autonomous networks operate entirely
without human intervention, independently managing all an-
alytical tasks, predictive functions, operational decisions, and
exception handling. These networks run themselves, fix their
problems, and adapt to changes without needing humans to
step in.

Hence, the Network Autonomy Maturity Model provides
a framework for evaluating how intelligence emerges and
progresses within self-running networks. The five core features
closely align with the four self-* functionalities introduced
earlier in this section. For example, self-configuration and self-
optimization benefit from enhanced contextual understanding
and decision-making, while self-healing and self-protection
rely on real-time responses and anomaly resolution. This
model serves as a foundational reference to reason about
autonomy levels in practical terms. It allows researchers to po-
sition a given network environment within a defined maturity
spectrum and identify which functionalities are underdevel-
oped or missing. In this way, the model supports structured
thinking and provides a shared vocabulary for discussing,
comparing, and designing self-running network behaviors.

IV. RESEARCH AND DEVELOPMENT TOWARDS
SELF-RUNNING NETWORKS

In this section, we examine the research efforts that have
contributed to the emergence of self-running networks. To
provide a structured analysis, we categorize these works
into two key domains: foundational paradigms and practical
applications. The first domain covers studies that propose the
frameworks and conceptual models forming the basis of self-
running networks. The second domain focuses on practical
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Key

Features

Intelligence

Levels

Level 1
Fully Human-

Centric
Networks

Level 2
Assisted-

Automation
Networks

Level 3
Advanced-
Automation
Networks

Level 4
Partially

Autonomous
Networks

Level 5
Advanced

Autonomous
Networks

Level 6
Fully

Autonomous
Networks

Network Contextual
Analysis Manual AI-assisted with

human oversight Moderate Autonomy High Autonomy High Autonomy Full Autonomy

Offline Predictive
Analytics Manual Manual AI-assisted with

human oversight Moderate Autonomy High Autonomy Full Autonomy

Operational
Decision-Making Manual Manual Manual AI-assisted with

human oversight High Autonomy Full Autonomy

Real-Time Inference
and Action None None None Moderate Autonomy High Autonomy Full Autonomy

Anomaly Detection
and Resolution Manual Manual Manual AI-assisted with

human oversight Moderate Autonomy Full Autonomy

TABLE V: Network Autonomy Maturity Model: This figure presents a six-level model describing the evolution of network
intelligence from fully human-centric to fully autonomous networks. Each level is assessed across key features, and the color
gradient represents increasing autonomy: teal blue for AI-assisted with human oversight, light teal for moderate autonomy,
medium teal for high autonomy, and darker teal for full autonomy.

implementations and use cases that demonstrate how these
networks have been applied in real-world scenarios. This cate-
gorization offers a clearer understanding of both the underlying
principles and their tangible outcomes.

A. Foundational Paradigms
Research in foundational paradigms explores the core prin-

ciples and architectural approaches that enable self-running
network behavior. Table VI shows an overview of these
studies.

1) Policy-Based Network Management: The framework and
architectural components of this paradigm were defined by
the Internet Engineering Task Force in 2000 [192] [193]. It
is an approach in which predefined rules, known as policies,
are employed to configure network components and services.
This approach is practical, especially for managing heteroge-
neous networks that require continuous availability and need
to be reconfigured dynamically without downtime. Service
providers can develop and implement these policies, and they
are responsible for identifying and setting up appropriate
policy configurations [193]. In general, these policies can
be categorized into two groups: authorization policies, which
determine what activities a user has permission to engage
in within the system, and obligation policies, which define
actions that the system must or must not take in response to
specific events [194].

Based on this paradigm, Verma [176] presents a framework
for easing the complexities of managing modern IP networks.
The framework centralizes the configuration and provisioning
of network devices, using a policy management tool that
allows administrators to define policies at a business level,
which are then translated into technology-specific configu-
rations. The framework reduces the manual effort required
for network management by implementing centralization and
business-level abstractions. The paper also introduces algo-
rithms for policy validation to ensure consistency, feasibility,
and conflict-free operation. However, a significant limitation
is the potential latency and performance bottlenecks that may
arise from centralizing policy management in dynamic and
large-scale networks.

Rana et al. [177] utilize Policy-Based Network Management
(PBNM) in their study of Home Area Network (HAN). HAN
often involves wired and wireless devices, home appliances,
gaming consoles, and cameras. The research aims to sim-
plify administrative management tasks by employing PBNM,
reducing operational costs, and minimizing errors. In their
HAN testbed, they implement a traffic management platform
that enables them to apply policies for traffic prioritization.
This approach decreases packet loss to 30% and enhances the
performance of Voice over Internet Protocol (VoIP) services.

The researchers implemented a testbed with several com-
ponents, including a Policy Builder, Policy Engine, Traffic
Conditioner, and Traffic Controller, to experiment with dif-
ferent traffic management scenarios. The results demonstrated
that policy-based management could effectively manage net-
work resources, prioritize essential traffic, and improve overall
service quality in HAN. However, real-world networks ex-
perience varying conditions and user behaviors, which might
challenge the static policies used in the study. Solomon et al.
[178] propose a policy creation model for managing network
bandwidth at the campus network. By employing a structured
approach to policy creation and implementation, the research
optimizes bandwidth allocation, prioritizing academic and
research activities. Key methodologies in this work include
network analysis, traffic modeling, and the application of
policy-based network management using tools like the Forti-
gate firewall for simulation. However, the model’s static nature
limits its responsiveness to real-time network changes, which
is a critical limitation in dynamic network environments.
Alquhayz et al. [179] present an approach to enhancing secu-
rity in 5G networks by integrating a policy-based management
system with the Y-Comm framework. The system aims to
prevent end-user devices from being exploited as attack tools
by implementing an intelligent agent to detect and report
malicious activities. Their results from the simulation show
the system’s effectiveness in reducing disconnection rates in
scenarios involving IP spoofing and man-in-the-middle attacks.
While the system includes mechanisms for detecting malicious
behavior, it does not discuss the potential privacy implications
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TABLE VI: Existing Research on Foundational Paradigms Toward Self-Running Networks

Category Paper/Year Objective Contribution Limitation

Policy-Based
Network
Management

Verma
2002
[176]

Simplifying the management of com-
plex network infrastructures by using
PBNM

• Developed a framework that simplifies network administration
by centralizing configuration and using business-level abstrac-
tions.

Latency and
bottlenecks in
centralized policy
management

Rana et al.
2009
[177]

Using PBNM for managing HAN to
improve QoS and security management
while minimizing user complexity

• Set up a practical environment to experiment with and demon-
strate the effectiveness of PBNM

• Showed significant enhancements in VoIP quality and reduction
in packet loss through policy enforcement

Limited adaptability of
static policies to dy-
namic conditions

Solomon
et al. 2017

[178]

Proposing a policy creation model for
policy making in organizations to im-
prove bandwidth management and net-
work efficiency.

• Development and implementation of a Policy Creation Model
tailored for the specific university network.

• Demonstrated improved bandwidth management and network
efficiency post-policy implementation.

Lack of dynamic recon-
figuration for variable
traffic

Alquhayz
et al. 2019

[179]

Developing a policy-based approach to
security management systems to pre-
vent end-user devices from being used
as attack tools

• Developed a policy-based security management system inte-
grated with Y-Comm architecture to enhance 5G security.

• Introduced intelligent agents to detect malicious behavior in
end-user devices.

Potential privacy con-
cerns from user activity
monitoring

Autonomic
Networks
Management

Arzo et al.
2021
[180]

Proposing an architecture for ANM us-
ing a multi-agent system

• Proposed and evaluated an ANM architecture using a multi-
agent system, assessing functionality, reliability, latency, and
resource consumption.

Lack of integration de-
tails with existing sys-
tems

Tsagkaris
et al. 2015

[181]

Enhancing network management by in-
tegrating ANM and SDN

• Developed a customizable ANM framework integrating
SDN/OpenFlow capabilities.

Lack of real-world val-
idation for scalability
and performance

Jiang et
al. 2017

[182]

Designing and implementing an auto-
nomic network management framework
for 5G mobile networks

• Implemented an autonomic management framework under the
EU H2020 SELFNET project for software-defined and virtual-
ized 5G networks.

• Designed network intelligence using ML techniques for self-
healing, self-protection, and self-optimization.

Limited testing beyond
congestion scenarios

Stamou et
al 2019
[183]

Enhancing device-to-device communi-
cation and resource management in
cognitive radio networks

• Proposed a framework integrating ANM with SDR, SDN, and
NFV.

• Tested the framework on real-world testbeds to demonstrate
feasibility and effectiveness.

Complex dependencies
and new security vul-
nerabilities

Intent-Based
Networks
Management

Abbas et
al. 2020

[184]

Implementing an IBN slicing system
for 5G networks to manage core and
RAN resources

• Implemented a GAN-based deep learning model for predictive
resource management and enhanced slice assurance.

• Automated the life-cycle management of network services,
significantly reducing manual effort.

Security risks from
open-source reliance
and automation

Abbas et
al 2021
[185]

Developing an intent-based slice life-
cycle management system for 5G net-
works to automate creation, configura-
tion, and management using high-level
intents.

• Proposed an IBN framework for managing the life-cycle of
network slices in 5G networks.

• Implemented a prototype system and validated it with perfor-
mance tests to demonstrate effectiveness and efficiency.

Limited support for
user mobility

Collet et
al. 2022

[186]

Developing a forecasting model that au-
tonomously learns the relationship be-
tween predictions and network manage-
ment objectives to optimize complex
IBN goals

• Implemented an architecture enabling the model to au-
tonomously learn suitable loss functions for various objectives,
reducing manual intervention.

High computational de-
mands from the dual
DNN architecture

Orlandi et
al. 2024

[187]

Simplifying service ordering and con-
figuration through user-friendly inter-
faces and NLP

• Developed a framework for engaging non-expert users, includ-
ing an NLP-enhanced chatbot for intent translation and vertical
automation from service order to network deployment.

Dependence on product
catalog accuracy and
completeness

Zero-Touch
Networks
Management

Rezazadeh
et al. 2020

[188]

Developing an AI-driven, zero-touch
network slicing solution using twin de-
layed deep deterministic policy gradient

• Adopted and fine-tuned the TD3 method to improve conver-
gence speed and learning stability in continuous DRL tasks.

• Developed a comprehensive 5G network slicing environment
using OpenAI Gym to enable standardized testing and algo-
rithm comparison.

Challenges in real-
world implementation
beyond simulation

Sousa et
al. 2021

[189]

Enhancing end-to-end service monitor-
ing

• Introduced the MMG component to generate Service Moni-
toring Models using service deployment models and standard
information models.

Need for scalability and
performance evaluation
in large-scale networks

Angui et
al. 2022

[190]

Automating the deployment of Cloud-
RAN in 6G networks, focusing on la-
tency and resource management

• Introduced and validated a ZTC model for Cloud-RAN that
automates resource discovery, deployment, and configuration
of network elements.

• Developed a protocol using Elliptic Curve Cryptography for
session key establishment and Proof-of-Authority for block
verification.

Potential challenges in
real-world deployments

Kumar et
al. 2022

[191]

Enhancing security in IoT-enabled Zero
Touch Networks

• Created a novel intrusion detection system combining Varia-
tional AutoEncoder and attention-based Gated Recurrent Units
for automatic feature extraction and intrusion detection.

• Developed a protocol using Elliptic Curve Cryptography for
session key establishment and Proof-of-Authority for block
verification.

Limited scalability be-
yond small-scale test
setups
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of monitoring and analyzing user activities.
2) Autonomic Networks Management: Autonomic Net-

works Management (ANM) addresses the ability of networks
to be aware of themselves and their environment [4]. ANM
can perceive current network conditions, plan, decide, act on
those conditions, learn from the consequences of these actions,
and follow their goals. This feedback loop implements a
learning model in which past interactions with the environment
guide current and future interactions and result in intelli-
gence enhancements [180]. The goal is to create self-managed
networks to overcome the rapidly growing complexity of
networks. ANM shares motivation and has confluent goals
with other emerging technologies, such as SDN and NFV, as
all three concepts seek to increase the flexibility, reliability, and
efficiency of operations and optimize network management
and control [183]. The autonomic network contains multiple
autonomic elements capable of regulating their internal oper-
ations and interactions with other autonomic elements.

Each autonomic element consists of one or more man-
aged elements and an autonomic manager. The role of the
autonomic manager is to oversee and control each managed
element, such as a CPU, printer, database, or directory ser-
vice. This approach minimizes the requirement for human
intervention in managing these elements, leading to enhanced
efficiency and reduced manual oversight [4].

Several papers focus on the architecture of autonomic
networks [180], [195]–[200]. For example, the study by Arzo
et al. [180] introduces an architecture designed to manage
complex networks by using multiple interacting agents. Each
agent performs specific network functions autonomously, such
as network slicing, path computation, and QoS monitoring,
and the architecture can be replaced with traditional mono-
lithic network management systems. Multiple papers focus
on integrating autonomic network management with emerging
network technologies to address the increasing complexity of
network systems (including [181], [182], [201], among others).
For instance, Tsagkaris et al. [181] work on enhancing network
management by integrating ANM and SDN to develop a
customizable management framework. The authors develop
a prototype and conduct various experiments to demonstrate
the potential gains in efficiency and manageability. Key use
cases in this work included policy-based traffic engineering,
life-cycle management of autonomic control loops, and co-
ordination of multiple control loops, showing reduced power
consumption and improved traffic management.

Jiang et al. [182] focus on ANM in 5G systems. It leverages
technologies such as SDN and NFV to propose a management
framework. The presented framework, developed under the
EU H2020 SELFNET project, emphasizes self-healing, self-
protection, and self-optimization functionalities for 5G net-
works, similar to the themes of integrating advanced network
management techniques with modern network architectures
found in the other papers. Stamou et al. [183] develop a
new framework that integrates ANM with SDN, Software-
Defined Radio (SDR), and NFV to enhance device-to-device
communication and resource management in cognitive radio
networks. Through experimental validation on two real-world
testbeds, the framework demonstrated its capability to adapt

to different network conditions, efficiently allocate resources,
and minimize collisions. While the framework shows promise
in improving spectrum utilization and QoS, the integration of
these advanced technologies also introduces potential security
vulnerabilities that need to be addressed. Despite the aim
of autonomic networks to achieve self-management, they are
unable to eliminate the necessity for operator or external
system intervention because autonomic networks require an
operator or outside system to define guidance and information
regarding their purposes and service instances [59].

3) Intent-Based Networks: The intent is the high-level
expression that can be translated and deployed in networks,
and an IBN is a network that is operated and managed
based on the intent. The intent is to evolve the term policy.
Hence, IBN is the evolution after PBNM, and as opposed
to the policy, the intent defines a high-level operational goal
without specifying how it should be achieved. Additionally,
intents are independent of any hardware to ensure they can be
defined across different technologies [202]. Since Intent-Based
Network Management has the ability to manage networks
holistically at a higher level of abstraction, operators can
concentrate more on their desired outcomes without being
concerned about the low-level device configuration required to
achieve or implement them [59]. Multiple studies demonstrate
how IBN principles are implemented in different contexts and
for various purposes within 5G networks [184]–[187], [203]–
[211] among others.

For example, Abbas et al. [184] leverage an IBN-based
approach for performing end-to-end network slicing to design,
control, manage, and monitor network slice resources. In this
work, network operators can provide the network slice using
the IBN tool to take autonomous actions for both domains.
Following this work, the authors focus on an IBN approach
for managing the life-cycle of network slices in 5G networks.
The proposed system automates the creation, configuration,
and management of network slices using high-level intent
expressions [185].

Collet et al. [186] introduce LossLeaP, a DL-based model
for IBN that autonomously learns and aligns its predictions
with complex network management objectives using a predic-
tor and a loss-learning block. While LossLeaP outperforms
existing models in forecasting tasks, its practical deploy-
ment faces challenges due to high computational overhead,
dependency on comprehensive training data, and integration
complexity. Meanwhile, multiple works propose an architec-
ture based on IBN [187], [212], [213]. For instance, in a
recent study, Orlandi et al. [187] implement an architecture
of IBN, particularly to simplify user interactions and service
configurations through Natural Language Processing (NLP)
and user-friendly interfaces. Hence, IBN management is more
about aligning network operations with business intents and
ensuring that these intents are met. However, there are still
many challenges in IBN, from declaring intents and trans-
forming users’ business or operational intents to ensuring the
intent works as users’ intentions in ever-changing services and
applications. Also, IBN is not completely decentralized since
some functions need to be centralized. The need for a global
view due to the volume of data cannot be possible in IBN.
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4) Zero-Touch Network: It was established in December
2017 with the primary goal of fully automating networks and
moving away from inflexible management systems towards
more adaptable services [214], [215]. In other words, this man-
agement framework supports and executes operational tasks
such as planning and design, delivery, deployment, provision-
ing, monitoring, and optimization. The architecture of ZSM
contains multiple Management Domains (MDs), which have
a responsibility to orchestrate, control, and assure resources
and services within its scope [30]. This architecture should be
modular, extensible, scalable, and resilient to failure. Multiple
research papers were published regarding ZSM.

Rezazadeh et al. [188] present a novel zero-touch network
slicing solution leveraging the TD3 algorithm for continu-
ous multi-objective resource allocation in 5G networks. By
developing an OpenAI Gym environment for standardized
testing, the study shows significant improvements in network
performance metrics, which highlights the potential of ad-
vanced DRL methods in achieving efficient and automated
network management. Sousa et al. [189] present a methodol-
ogy for end-to-end service monitoring in zero-touch networks
by introducing the monitoring model generator component.
This component uses service deployment models and standard
information models to create high-level monitoring templates
based on an ontology-based schema. However, this approach
is validated through a proof-of-concept implementation.

A study by Angui et al. [190] suggests that zero-touch
cloud Radio Access Network (RAN) management automates
the cloud-RAN deployment to have end-to-end services. It
suggests a model named zero-touch commissioning to auto-
mate processes and tasks such as resource discovery and life
cycle management of RAN units. Automated frameworks like
ZSM are vulnerable, and attacks such as data modification,
man-in-the-middle, replay, and session key disclosure attacks
can affect the networks. However, this network management
solution does not offer security. So, by deploying networks
in ZSM without any security measures and communicating
through an insecure channel, the networks are vulnerable
to any kind of attack, such as unauthorized access, data
integrity violations, and Distributed Denial of Service (DDoS).
To enable secure data sharing in ZSM, Kumar et al. [191]
propose a blockchain-based framework with DL algorithms,
including an IDS that combines a variational autoencoder and
an attention-based gated recurrent unit.

B. Practical Applications

In this section, we focus on state-of-the-art research on the
three main applications of self-running networks. Table VII
shows an overview of these studies.

1) Resource Management: As the traditional methods for
resource management do not work in today’s complex net-
works, the researchers focus on how resource management
can be autonomous. Zhang et al. [216] propose an ML-
based framework to enhance radio resource management,
which is useful in heterogeneous networks with diverse service
demands. Their approach focuses on maximizing the energy
efficiency of the system while meeting constraints such as

QoS, interference limitations, and power limitations. The
framework involves solving the user association problem using
the Lagrange dual decomposition method, while subchannel
allocation and power control are addressed through semi-
supervised learning and Deep Neural Networks (DNNs). The
simulation results show that the proposed scheme enhances
energy efficiency compared to traditional methods and has a
lower computational complexity. However, the effect of the DL
algorithm is significantly dependent on the labeled samples.

The paper by Yu et al. [217] proposes an intelligent ultra-
dense edge computing framework to address the challenges of
resource management in multi-access edge computing within
5G networks. The framework combines blockchain and AI
to optimize computation offloading, resource allocation, and
service caching placement. To implement this framework, a
two-timescale DRL approach is introduced, which consists of
fast-timescale learning for delay-sensitive decisions and slow-
timescale learning for delay-insensitive decisions. Addition-
ally, Federated Learning (FL) is utilized to train the model
in a distributed manner to ensure data privacy and reduce
training overhead. This framework reduces task execution
time and network resource usage. Specifically, the proposed
DRL algorithm can reduce task execution time by up to
31.87% compared to other benchmark strategies. However,
the framework assumes homogeneous resource availability
and does not fully address the complexity introduced by
highly heterogeneous resources. Also, it only assumes a static
environment for the caching decisions.

Mason et al. [218] work on a solution for dynamic resource
allocation in network slicing scenarios using the DRL ap-
proach. They develop a distributed architecture where multiple
agents cooperate to manage network resources. The system
is designed to address the diverse requirements of different
network slices, such as enhanced mobile broadband and ultra-
reliable low-latency communication. The learning agents are
trained to allocate network resources dynamically, adapt to
changing conditions, and optimize performance across various
network topologies. The proposed DRL-based strategy out-
performs traditional static and empirical resource allocation
methods. Moreover, it demonstrates the system’s adaptability
through transfer learning, which leads to the results of how
policies learned in one network topology can be efficiently
adapted to new scenarios. However, they do not compare their
work with other dynamic network resource allocations.

In a part of their study, Allahham et al. [219] focus on
resource allocation within the RAN, utilizing deep multi-
agent RL. Specifically, they examine mobile health networks
with the objective of satisfying the diverse QoS requirements
presented by various applications in this domain. To assess the
effectiveness of their model, they conduct evaluations of their
framework and benchmark it against two other studies. How-
ever, this research lacks clear future technological guidance.

2) Network Traffic Analysis and Prediction: In the face
of rapid traffic, having autonomous networks to enhance
traffic management, analysis, and prediction is so crucial to
maintaining high levels of performance and ensuring QoS. Ef-
ficient traffic analysis helps identify congestion points, predict
potential bottlenecks, and adjust routes that enhance the user
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TABLE VII: Existing Research on Practical Applications Toward Self-Running Networks

Paper/Year Objective Contribution Limitation Methods
Resource Management
Zhang et
al. 2020
[216]

Maximizing energy efficiency in
heterogeneous networks while sat-
isfying QoS and interference con-
straints

• Proposed an ML-based framework combining Lagrange
dual decomposition and semi-supervised DNNs for re-
source allocation, improving energy efficiency, and reduc-
ing complexity

Dependent on la-
beled samples

Lagrange Dual De-
composition, Semi-
Supervised Learn-
ing and DNNs

Yu et
al. 2020
[217]

Achieving real-time, low-overhead
computation offloading and re-
source allocation in ultra-dense 5G
networks

• Proposed a DRL approach for offloading, resource alloca-
tion, and caching.

• Leveraged FL to train the DRL model to ensure data
privacy for edge devices.

Assumes
homogeneous
resources
and static
environment

DRL, FL,
Blockchain
Integration

Mason et
al. 2022
[218]

Addressing dynamic resource allo-
cation in network slicing scenarios

• Developed a DRL-based resource allocation method
• Introduced a distributed multi-agent architecture with

transfer learning to enhance performance

Limited
observability and
no comparison
with other
dynamic methods

DRL, Transfer
Learning

Allahham
et al.
[219]

Focusing on resource allocation in
RAN for mobile health networks to
satisfy diverse QoS requirements

• Used deep multi-agent RL for resource allocation Lacks future
guidance

Deep multi-agent
RL

Traffic Analysis
Xavier et
al. 2022
[220]

Deploying ML-based traffic classi-
fication in programmable network
devices

• Introduced MAP4 for in-device ML-based traffic classifi-
cation

• Validated in real-world scenarios, showing high accuracy
and low performance impact

Limited to edge
deployments due
to hardware con-
straints

Decision Trees

Shahraki
et al. 2021
[221]

Exploring Active Learning tech-
niques for network traffic classifi-
cation

• Achieved high accuracy with fewer labeled samples
• Adapted effectively to dynamic traffic environments

Adds retraining
overhead

Uncertainty
Sampling, Query-
By-Committee, and
Active Learning

Hardegen
et al. 2020
[222]

Predicting network flow character-
istics using real-world traffic data

• Built a real-time flow pipeline for DL-based prediction
• Collected and analyzed campus network flow data for

training

Limited
generalizability
and model
diversity

DNNs

Routing
Chen et
al. 2020
[223]

Improving routing efficiency in
SDNs using DRL

• Proposed RL-Routing leveraging trust and throughput fea-
tures

• Demonstrated higher throughput and lower latency across
various topologies

Lacks
multi-agent
coordination

DRL, SDN

Xu et
al. 2024
[224]

Addressing QoS-aware routing un-
der dynamic conditions in SDNs

• Proposed a centralized DRL framework with GNN-based
state representation and causal inference

• Enhanced decisions via feature embedding and causal
impact estimation

Adds complexity
for real-time use Graph Neural

Networks (GNNs),
Causal Inference,
DRL

experience by reducing latency and packet loss and improving
the reliability and efficiency of network operations. Moreover,
by continuously monitoring traffic patterns and behavior, it
becomes possible to quickly identify and respond to potential
security threats such as intrusions, DDoS attacks, and unautho-
rized access [225]. By fully harnessing the capabilities of self-
running networks, it can detect subtle anomalies and variations
in traffic that traditional methods might miss.

In this field, Xavier et al. [220] introduce a framework,
MAP4, with the aim of deploying ML models directly within
programmable network devices using the P4 language. By
leveraging the capabilities of P4, the authors implement de-
cision tree models to classify network traffic. Moreover, the
framework addresses the constraints of P4, such as the lack
of floating-point operations, by utilizing decision trees that
can be expressed through if-else chains. For evaluating this
framework, MAP4 is validated through two primary scenarios,
IDS and IoT device classification. The results indicate that
MAP4 can accurately classify network flows with minimal
latency, even under high transfer rates. The per-packet and
per-flow models deployed on Netronome SmartNICs showed

that most traffic could be classified correctly.

The study by Shahraki et al. [221] research on the appli-
cation of active learning techniques to network traffic classi-
fication. The primary goal is to enhance the efficiency and
accuracy of traffic classification systems while minimizing
the amount of labeled data required. The paper explores
several active learning strategies, including uncertainty sam-
pling, query-by-committee, and evaluates their effectiveness
in different network scenarios. The study finds that active
learning can reduce the labeling effort by selecting only the
most informative instances for labeling, thus maintaining high
classification accuracy with fewer labeled samples. However,
the computational overhead associated with active learning can
be a significant limitation.

Hardegen et al. [222] enhance network traffic engineer-
ing by developing a DL-based model that predicts network
flow characteristics. By collecting and analyzing real-world
network traffic data from a university campus, the authors
created a flow data stream pipeline that trains and deploys
DNNs. These models predict flow characteristics such as bit
rate, duration, and packet count that enable proactive traffic
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routing. The practical application of these predictions can lead
to optimized flow routing, preventing congestion and ensuring
balanced load distribution across network paths. Furthermore,
they propose a hybrid approach combining centralized and
distributed network management architectures, leveraging the
predictive capabilities of their model to improve overall net-
work performance.

However, the model was trained and validated on data from
a university campus network, which may have specific traffic
patterns and behaviors. This dependency on specific network
characteristics raises concerns about the model’s effectiveness
in different network environments that have varying traffic
profiles. Additionally, the paper primarily focuses on DNNs
without exploring other potentially more suitable models, such
as Recurrent Neural Networks (RNNs) and GNNs. These
alternative models might better capture sequential or struc-
tured data and offer improved performance and accuracy in
predicting network flow characteristics.

3) Routing: Self-running networks, specifically in the con-
text of routing, leverage advanced algorithms and ML to
optimize the paths that data packets take across the network.
By monitoring network conditions such as traffic volume,
latency, and congestion, these networks can make real-time
adjustments to routing tables. Moreover, the adaptive nature
of self-running networks allows them to respond instantly
to changes in network topology, such as the addition or
failure of nodes, maintaining optimal routing paths without
human intervention. This is more valuable in large-scale and
highly dynamic environments like mobile networks and cloud
data centers, where traditional static routing protocols would
struggle to keep up with the rapid changes. Self-running
networks also enhance routing reliability through predictive
analytics. By analyzing historical data and current network
states, these networks can forecast potential issues and reroute
traffic preemptively. This predictive routing minimizes the risk
of packet loss and ensures consistent data delivery, even under
fluctuating network conditions.

Chen et al. [223] present RL-Routing, an innovative algo-
rithm designed to optimize routing in SDN using DRL. The
main challenge it addresses is the inefficiency of traditional
routing algorithms like open shortest path first and least
loaded, which rely on static network states and cannot predict
future network changes. This approach uses comprehensive
network state information, including link trust levels and
switch throughput rates, to optimize routing decisions. Sim-
ulation results on different network topologies, such as Fat-
tree, NSFNet, and ARPANet, demonstrate that this approach
outperforms traditional methods in terms of throughput and
communication delay.

Also, scalability is improved by using a single agent per
switch, but multi-agent coordination scenarios are not ad-
dressed in this work. A recent study by Xu et al, [224]
addresses the challenge of QoS-aware routing in SDN by
introducing a centralized DRL framework augmented with
causal inference and GNNs. The RL agent quantifies the causal
impact of its actions on network state (using causal inference
techniques to guide exploration) and employs a GNNs-based
state representation to embed node and link features, leading to

more effective path selection under dynamic traffic conditions.
In simulation tests on real network topologies, this approach
outperformed baseline algorithms, reducing packet loss and
latency while increasing throughput. However, causal analysis
adds computational complexity and may require optimization
for real-time deployment.

V. PRESENT CHALLENGES IN SELF-RUNNING NETWORKS

As we discussed in previous sections, self-running networks
promise to remove human intervention by autonomously
configuring, optimizing, healing, and protecting themselves.
However, there is a complex set of challenges that must
be addressed before these networks can be reliably and
safely deployed. Issues related to trust, security, orchestration,
interoperability, ethical oversight, and scalability are at the
forefront. While these obstacles highlight gaps in current
technologies and frameworks, they also present opportunities
for innovation. Addressing these challenges, since there are
tight interrelations, is essential for realizing the full potential
of self-running networks in future communication systems. To
provide a concise overview of these challenges, Table VIII
summarizes the key insights discussed across the subsections
that follow.

A. Trust and Security

Several studies show that ML-based models have the po-
tential to be the targets of security attacks, such as poisoning
training data or adversarial attacks that can damage net-
works [226]. For instance, when using DL-based IDS, various
unknown data sources in networks can lead to misleading
and incorrect results [191]. These attacks can manipulate the
model by altering the training data, leading to misclassifying
dangerous incidents as safe. Recent work by Rifà-Pous et
al. [227] reinforces this concern by providing an analysis of
how AI integration into future 6G networks introduces new
threat vectors. Their study classifies vulnerabilities specific
to ML-driven architectures, including model inversion, eva-
sion, and poisoning attacks, and highlights the need for new,
adaptive security frameworks. Moreover, Adeke et al. [228]
demonstrate that ML-based traffic classifiers can be easily
fooled by maliciously crafted inputs, causing misclassification
of flows and potential network breaches. While various studies
have outlined the types and consequences of adversarial and
poisoning attacks on ML-based network security systems,
recent findings also emphasize that adversarial robustness itself
is insufficiently addressed [229].

In addition to concerns about security and attacks, the
black-box nature of ML techniques, characterized by lim-
ited transparency regarding how decisions are derived, raises
critical concerns about the trustworthiness of these systems.
To mitigate these concerns, the integration of XAI has been
proposed. However, XAI is a developing field within the
broader ML/AI landscape, and its effective application in
networking scenarios is still emerging. Jacobs et al. [230],
for instance, propose the TRUSTEE framework to enhance
trust in ML models. This framework transforms a black-box
model, alongside its training dataset, into a white-box model,
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TABLE VIII: Overview of Challenges in Self-Running Networks

Challenge Area Overview Key References

Trust and Security

• ML-driven networks are vulnerable to poisoning, evasion, and adversarial attacks.
• Black-box nature of ML models complicates trust and diagnosis.
• XAI techniques are emerging but face scalability and real-time accuracy trade-offs.

[191], [226]–
[235]

Orchestration

• Need to orchestrate self-healing, self-optimization, self-protection, and self-configuration.
• Trade-off between decentralized agent autonomy and centralized oversight.
• Solutions range from multi-agent systems to hierarchical Large Language Models (LLMs) +

RL frameworks.
[236]–[241]

Interoperability and Standard-
ization

• Harmonizing heterogeneous hardware, software, and protocols.
• Structural frameworks enable cross-domain coordination but risk rigidity.
• Standards catalogs provide guidance, yet must evolve to avoid obsolescence.

[242]–[244]

Ethical Implications and Hu-
man Oversight

• Autonomous decisions blur accountability and legal liability.
• Privacy, transparency, and user consent concerns in critical domains.
• Emerging approaches embed explainability and human-in-the-loop checkpoints.

[245]–[249]

Scalability and Complexity

• Scaling requires real-time data analytics and digital twin simulations.
• Big data pipelines offer reactive adaptability; digital twins enable proactive planning.
• Data synchronization, model accuracy, and privacy preservation remain challenges.

[250]–[252]

Training and Knowledge Ac-
quisition

• Volatile network conditions and limited labeled data complicate model training.
• Approaches include stream-based learning, federated paradigms, and hybrid models.
• Privacy-preserving anonymization frameworks support data sharing but face fidelity issues.

[253]–[261]

providing a decision tree-based explanation of the model’s
reasoning. In another study, Fiandrino et al. [231] propose
an XAI framework for DRL based RAN controllers named
EXPLORA. It links a DRL agent’s actions to an attributed
graph of network states, enabling real-time visualization of
why certain radio resource decisions were made. Another
research introduces a framework [232] that contains an ex-
plainable edge-security system for OpenRAN architectures,
integrating XAI and LLMs into anomaly detection to provide
human-interpretable justifications for security decisions. Also,
Nazari et al. [233] introduce localized sub-specifications that
decompose high-level intents into device-level requirements,
making synthesized configurations easier to validate across
heterogeneous systems, which makes the system more inter-
pretable.

Despite these advancements, techniques like XAI also
struggle with scalability, real-time explanations, and accuracy
trade-offs, highlighting an open research direction for future
development [234], [235]. Taken together, the research reflects
a maturing understanding of the multifaceted risks in ML-
driven networks. However, the path forward will require tightly
integrated approaches that address both the transparency and
resilience of self-running networks. In particular, critical open
questions remain regarding the development of universal de-
fense mechanisms against evolving adversarial tactics, the
design of operationally useful and scalable explainability
techniques for high-speed networks, and the integration of
robust and explainable solutions in heterogeneous and dynamic
environments. Table IX synthesizes key trust and security
approaches, highlighting their respective advantages, known
limitations, and broader open questions in secure autonomous
networking.

B. Orchestration

Self-running networks require an intelligent orchestra-
tion system to coordinate autonomous functions such
as self-healing, self-optimization, self-protection, and self-
configuration. For example, in the event of a major link failure,
the system must reroute traffic, optimize new paths, assess
potential security threats, and deploy fallback configurations
in real time. The challenge lies in designing orchestration
that is both responsive to immediate disruptions and adaptive
to longer-term network needs, while guaranteeing stability
across heterogeneous systems. Current approaches diverge in
how orchestration is structured and delegated. Multi-agent
paradigms view the network as a collection of interacting
AI-driven subsystems, each responsible for a specific control
domain. Xiao et al. [236] propose agentic AI networking, in
which agents collaborate through shared generative models
that encode a global knowledge base. This enables distributed
coordination and dynamic task allocation. Their follow-up
work [237] extends the concept to cross-layer orchestration,
where agents jointly negotiate policies for routing, slicing,
and congestion control using shared state representations.
These approaches prioritize decentralization and adaptability,
but they assume a reliable substrate for agent interaction,
which may be difficult to guarantee in dynamic or resource-
constrained environments.

In contrast, Benzaid and Taleb [238] emphasize architectural
coordination over agent autonomy. Their work highlights the
inherent difficulty of aligning multiple self-managing functions
in real time and proposes layered orchestration principles that
support predictability and control. This view assumes tighter
central oversight and favors a more structured orchestration
hierarchy, potentially sacrificing some of the flexibility offered
by distributed learning agents. A hybrid model is proposed by
Shokrnezhad et al. [239], who introduce a hierarchical orches-
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TABLE IX: Trust and Security Approaches: Pros, Cons, and Open Questions

Approach Advantages Disadvantages Key Open Questions
Adversarial
Defenses

• Protect models from malicious
manipulation

• Often tailored to specific threat
types and may reduce efficiency

• What universal defense strategies
can adapt to evolving adversarial
tactics?

XAI Integration • Improves trust and transparency
in model decisions

• May introduce computational
overhead and explanation
ambiguity

• How can explainability be made
operationally useful in high-speed
decision contexts?

Hybrid Robust and
XAI

• Enables both interpretability and
resilience

• Complex to implement and
validate in production systems

• How can we co-design robust and
explainable systems that scale
across diverse network
environments?

tration framework combining LLMs for high-level planning
with RL agents for localized, low-level decisions. This strat-
ified approach aligns abstract network intents with actionable
policies. However, it introduces its own complexities; LLMs
are often opaque, prone to hallucinations, and lack the domain-
specific grounding required for safe deployment in production
networks [240]. Industry frameworks such as Cloudify [241]
focus on orchestration across multi-vendor environments and
service layers. These efforts prioritize interoperability and
operational pragmatism but tend to rely on rule-based automa-
tion, limiting adaptability in novel scenarios.

Taken together, these approaches represent competing trade-
offs, distributed agent systems offer flexibility but depend
on coordination protocols, hierarchical models provide clar-
ity but risk bottlenecks, and LLMs-driven solutions promise
generalization but suffer from explainability and safety gaps.
A common thread is the need to define when and how
control should transition between centralized and decentralized
mechanisms, ensure global coherence in dynamic conditions,
and establish safe and interpretable multi-layer orchestration
architectures. Table X compares the principal orchestration
approaches, outlining their strengths, limitations, and open
research questions that guide future architectural design.

C. Interoperability and Standardization

The challenge of interoperability and standardization in self-
running networks is complex since it is related to various
elements such as hardware compatibility, software integration,
protocol alignment, and security frameworks. These networks
combine different technologies, and their successful deploy-
ment relates to achieving high interoperability among disparate
systems [242]. There are different approaches on the scope and
pace of Interoperability and standardization. Some emphasize
structural solutions that enable systems to coordinate across
domains despite differences in implementation. Xu et al.
[243], for example, propose a multi-domain architecture that
enables interoperability by enforcing standard interaction rules
between independently managed network segments. While this
supports collaboration without centralized control, it also relies
heavily on agreement at design time, so it can limit flexibility
as network conditions evolve.

Others focus on codifying existing practices into broadly ap-
plicable standards. The NIST big data interoperability frame-
work [244] exemplifies this approach by cataloging over 130
relevant standards and mapping them to stages of autonomous

data pipelines. This effort provides a foundation for systematic
alignment across systems but also reveals critical gaps, particu-
larly in areas such as policy explainability, federated telemetry,
and model provenance. This study shows that many autonomy-
specific needs are unsupported by current standards. At the
same time, standards that offer cross-vendor compatibility may
become obsolete as new protocols and abstractions emerge.

This dynamic undermines efforts to impose universal for-
mats and suggests that future frameworks must be adaptable
and modular by design. Moving forward, self-running net-
works will require interoperability and standardization frame-
works that not only connect components but also support
dynamic behavior and adaptation across heterogeneous envi-
ronments. Key open challenges include ensuring that interoper-
ability frameworks remain flexible as underlying technologies
evolve, enabling standards to keep pace with rapid innovation
and emerging protocols, and designing modular abstractions
that strike a balance between detailed granularity and broad
generality. Table XI outlines the major approaches to inter-
operability and standardization, highlighting their respective
strengths, limitations, and specific open research questions
guiding future cross-domain compatibility efforts.

D. Ethical Implications and Human Oversight

As networks become more autonomous, leveraging AI and
ML for network management without human intervention
can raise several ethical considerations [245], [246]. One
key concern is the degree of autonomy granted to such
systems, especially when deployed in critical domains such
as healthcare or transportation. Cheong [247] underscores the
need for explicit ethical boundaries, calling for human-in-
the-loop mechanisms that ensure systems remain intelligible
and behaviorally aligned with social values. This perspective
frames ethical oversight primarily as a governance challenge,
where regulatory guardrails are meant to contain otherwise
opaque and potentially unsafe system behavior. Accountability
is another factor in this challenge. As decision-making is dele-
gated to autonomous systems, traditional notions of responsi-
bility become blurred. When adverse outcomes occur, such
as misrouted traffic or denied service, pinpointing whether
the fault lies with the algorithm, the designer, or the system
integrator is often ambiguous. Legal and ethical frameworks
must evolve to address this gap, but current models offer
little consensus on how to assign blame or enforce redress
in machine-led operations. Efforts to operationalize oversight
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TABLE X: Orchestration Approaches: Pros, Cons, and Open Questions

Model Advantages Disadvantages Key Open Questions
Decentralized
Agents

• High adaptability and local
autonomy

• Requires robust coordination and
communication layers

• How can agent-based systems
ensure global coherence under
dynamic conditions?

Hierarchical Con-
trol

• Structured oversight and policy
consistency

• Risk of central bottlenecks or
slow reaction to local events

• When and how should control
shift between centralized and
distributed layers?

Hybrid (LLMs +
RL)

• Combines general reasoning with
task-specific learning

• Opaqueness of LLMs and
integration complexity

• What architectural principles
ensure safe and interpretable
orchestration across multiple
intelligence layers?

TABLE XI: Interoperability and Standardization Approaches: Pros, Cons, and Open Questions

Approach Advantages Disadvantages Key Open Questions
Structural
Frameworks

• Enable cross-domain coordination
without central control

• Rigid design-time agreements
may age poorly

• How can interoperability
frameworks remain adaptable
across evolving technologies?

Standards Catalogs • Map existing specifications and
ease compliance

• May lag behind innovation; lack
semantic depth

• What strategies ensure standards
evolve in sync with emerging
protocols?

Modular
Abstractions

• Promote flexibility through
plug-and-play components

• Complex versioning and
integration overhead

• How should modules be designed
to balance granularity with
generality?

have moved toward technical solutions that enhance explain-
ability and operator control.

Patel et al. [248] propose concept-based explanations that
translate internal model logic into human-understandable cat-
egories. This approach improves traceability and supports
intervention, but is most effective when operators already
have sufficient domain expertise. It remains unclear whether
these explanations are actionable in high-speed or large-scale
deployments. Sterz et al. [249] push the discussion further
by arguing that “human-in-the-loop” alone is not meaningful
unless accompanied by concrete capabilities. They define six
measurable conditions, such as epistemic access and causal
power, that determine whether a human can truly understand,
influence, and take moral responsibility for the system’s de-
cisions. Their framework provides a normative structure but
introduces new implementation challenges: how to design
systems that grant such access without compromising speed,
automation, or privacy. In parallel, ethical concerns about data
collection remain.

Self-running networks must analyze large volumes of traffic
and user behavior, raising questions about surveillance and
informed consent. While technical mechanisms for privacy
preservation are developing, ethical use of data is often more
about context, policy, and user rights than technical compli-
ance. In comparing these perspectives, there is a clear divide
between normative approaches that emphasize governance and
responsibility and technical strategies that embed transparency
and control into system design. Both directions are necessary
but insufficient on their own. Critical open challenges include
ensuring that human oversight remains both meaningful and
scalable, defining what constitutes adequate explanations for
accountability, and mapping technical actions reliably to legal
and ethical standards across diverse environments. Hence, the

central challenge lies in designing autonomous networks that
uphold social values while maintaining operational viability,
particularly in time-sensitive scenarios where continuous hu-
man intervention is impractical. Table XII presents a compara-
tive view of mechanisms for ethical oversight, clarifying their
contributions, limitations, and the specific ethical questions
that must guide future developments.

E. Scalability

The integration of diverse vendors, heterogeneous devices,
and multifaceted services requires distinct commands to scale
networks on demand. Advanced network management ap-
proaches can provide significant assistance in addressing these
complexities. One approach focuses on data-centric scalability.
Dai et al. [250] propose the use of big data analytics com-
bined with distributed computing to process large volumes
of heterogeneous network data in real time. Their method
leverages ML to extract actionable insights from massive
datasets, supporting scalability by improving decision-making
throughput. However, this approach is inherently dependent
on data availability, high-throughput processing infrastructure,
and accurate labeling, which can be difficult to maintain
consistently in volatile environments. Alternatively, Hong and
Zhou [251] propose NetGraph, a digital twin platform that
models data center networks through virtual replicas of the
physical infrastructure. By separating configuration from state
data, NetGraph enables more controlled and modular scala-
bility, allowing the network to simulate changes before they
are deployed. This abstraction offers advantages in planning,
fault simulation, and proactive management. Nevertheless, its
reliance on accurate synchronization between the digital and
physical layers introduces complexity and raises concerns
about model drift in real-time environments.
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TABLE XII: Ethical Implications and Human Oversight Approaches: Pros, Cons, and Open Questions

Mechanism Advantages Disadvantages Key Open Questions
Human-in-the-
Loop

• Adds accountability and
introduces human judgment

• May slow down automation and
create bottlenecks

• How can human oversight be
made both meaningful and scalable
in autonomous systems?

Concept Explana-
tions

• Improve transparency by
translating model behavior into
human terms

• Effectiveness depends on user
expertise and domain context

• What defines a sufficient
explanation for decision
accountability?

Accountability
Frameworks

• Clarify moral and legal
responsibility for autonomous
decisions

• Difficult to implement across
jurisdictions and system boundaries

• How can technical actions be
mapped reliably to legal and ethical
standards?

The potential of digital twin architectures is further dis-
cussed by Wu et al. [252], who acknowledge its promise but
point to unresolved implementation issues. These include the
absence of standardization frameworks, privacy risks in mod-
eling real-time traffic, and dependencies on complementary
technologies like IoT and edge computing. These limitations
make full-scale deployment of digital twins in dynamic net-
work environments difficult in practice. In comparing these
approaches, big data analytics provides reactive scalability by
optimizing ongoing operations across distributed nodes, while
digital twin systems offer proactive scalability by forecasting
outcomes before deployment.

Each method involves trade-offs: the former requires robust
data pipelines and analytics maturity, while the latter depends
on accurate, continuously updated models and interoperable
system components. The complexity of integrating these solu-
tions grows with network size and heterogeneity, highlighting
the need for cohesive and adaptable management frameworks.
Key open challenges include achieving scalability without
sacrificing responsiveness or accuracy, ensuring reliable syn-
chronization and validity of digital twin models at scale, and
integrating proactive planning with real-time execution into a
unified, operationally efficient system. Table XIII summarizes
these scalability strategies, outlining their benefits, limitations,
and the specific open questions that will shape future ap-
proaches in this regard.

F. Training and Knowledge Acquisition

Training ML models in self-running networks is an impor-
tant challenge due to volatile environments, limited access
to real-world data, and high resource demands. Approaches
to this problem diverge in how they address adaptability,
distribution, generalization, and data availability. To address
the instability of network conditions, several studies prioritize
adaptability over batch learning assumptions. Stream-based
models, such as those proposed by Wassermann et al. [253],
are designed to process data incrementally, maintaining re-
sponsiveness in environments where data cannot be stored or
revisited. This contrasts with federated approaches, such as
those by Yu et al. [254] and Lim et al. [255], which em-
phasize data privacy and decentralized training by distributing
learning across edge nodes. While FL preserves data locality,
it introduces new issues such as non-Independent and Identi-
cally Distributed (non-IID) data distributions, communication
overhead, and uneven resource allocation. Lee et al. [256]
attempt to mitigate these by introducing hierarchical learning

architectures, though the complexity of coordination across
agents raises scalability concerns. A different line of work
explores the integration of domain knowledge into the learning
process.

Zappone et al. [257] argue that combining analytical models
with ML can reduce training data requirements and improve
robustness in the face of noisy or incomplete information.
While conceptually attractive, these hybrid systems often face
practical limitations in dynamic, heterogeneous network envi-
ronments where model assumptions can become invalid over
time. Resource constraints also limit real-world deployment.
Liu et al. [258] highlight how training models at scale can
incur unacceptable latency and cost, particularly in bandwidth-
constrained scenarios. This motivates a shift toward more
lightweight or reusable architectures. Recent advances in
LLMs reflect this shift by emphasizing transferability and
general-purpose reasoning. Wu et al. [259] demonstrate that
pretrained LLMs can be adapted to diverse networking tasks
with minimal task-specific tuning, offering a potential reduc-
tion in training cost and engineering effort.

Wang et al. [262] explore how LLMs can automate network
configuration tasks, demonstrating their potential to reduce
manual effort and support operator decision-making. How-
ever, these models are not without drawbacks and concerns
around explainability, domain specificity, and hallucinated
outputs remain open. To tackle these challenges, Shajar-
ian et al. [260] propose an AI-driven framework leveraging
retrieval-augmented techniques that integrate LLMs with ex-
plicit knowledge bases, working toward improving domain
correctness and reducing hallucinated outputs while supporting
human operators. Across all methods, the lack of accessible,
high-quality training data continues to be a shared limitation.
Privacy concerns restrict the availability of real-world traffic
traces and configuration files, impeding reproducibility and
benchmarking.

To mitigate these issues, Wang et al. [261] propose Conf-
Mask, a framework for anonymizing network configurations
without removing semantic structure, enabling safer data shar-
ing for training and evaluation. While effective in preserving
privacy, anonymization introduces trade-offs in terms of data
fidelity and downstream utility for learning systems. While no
single method resolves all challenges, the emerging consensus
supports a layered strategy combining decentralized training,
lightweight adaptation, hybrid modeling, and privacy-aware
data sharing. Key open questions include how to achieve
continual learning without instability in highly dynamic en-
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TABLE XIII: Scalability Strategies: Pros, Cons, and Open Questions

Strategy Advantages Disadvantages Key Open Questions
Big-Data Analytics • Reactive optimization using live

telemetry
• Requires high-throughput
pipelines

• How can scalability be achieved
without compromising
responsiveness or accuracy?

Digital Twins • Proactive “what-if” planning • Risk of model drift, privacy
exposure

• What frameworks ensure reliable
synchronization and model validity
at scale?

Hybrid
Reactive+Proactive

• Combines fast adaptation with
foresight

• Coordination overhead, toolchain
complexity

• How can planning and real-time
execution be integrated into a
cohesive system?

TABLE XIV: Training and Knowledge Acquisition Strategies: Pros, Cons, and Open Questions

Paradigm Advantages Disadvantages Key Open Questions
Stream-based
Learning

• Adapts on-the-fly to
non-stationary data

• Forgetting past contexts • What mechanisms support
continual learning in dynamic
environments while avoiding
instability?

Federated Learning • Keeps raw data local, preserves
privacy

• Non-IID Data, communications
overhead, uneven resources

• How can collaborative models be
both efficient and fair across
diverse subsystems?

Pretrained/Transfer
LLMs

• Broad coverage • Hallucinations, compute-heavy • What design principles ensure
reliable and domain-grounded
generalization?

vironments, how to ensure fairness and resource efficiency in
federated or collaborative training across diverse nodes, and
how to design general-purpose models such as LLMs that pro-
vide reliable, domain-grounded knowledge without sacrificing
interpretability or safety. Table XIV reviews these dominant
training and knowledge acquisition approaches, highlighting
their respective benefits, limitations, and specific open research
directions.

G. Considerations for Researchers

Addressing the outlined challenges requires researchers to
strategically focus their efforts on several key areas. Below are
essential considerations to guide future work in self-running
networks:

Holistic Security and Trust Frameworks: Researchers
should prioritize developing robust, adversarial-resistant se-
curity mechanisms, integrating XAI techniques to enhance
transparency and trust. The goal is to mitigate both known
vulnerabilities and emerging threats inherent to ML-driven
architectures.

Balanced Orchestration Models: Efforts should target or-
chestration architectures that effectively combine decentralized
adaptability with hierarchical stability. Research must explore
mechanisms that enable agents and central controllers to dy-
namically negotiate tasks and responsibilities while preserving
operational integrity, particularly under resource constraints.

Flexible and Modular Standardization: Researchers must
advocate for interoperability frameworks that balance rigid
standards with adaptive modularity. Proposals should encour-
age standards that evolve alongside technology innovations,
enabling seamless integration of heterogeneous systems with-
out stifling innovation or creating obsolescence.

Ethical Oversight Integration: It is essential for re-
searchers to embed ethical considerations directly within au-

tonomous decision-making frameworks. Future studies should
explore methods that offer measurable accountability, ensure
human oversight, and uphold privacy rights, especially in
critical or sensitive deployment contexts.

Proactive Scalability Approaches: Research should ad-
dress scalability challenges by integrating data-centric and
digital twin methodologies, proactively managing complexity
through simulation and predictive analytics. Researchers need
to emphasize creating resilient systems capable of adapting
rapidly to varying operational scales and conditions without
sacrificing accuracy or performance.

Sustainable Training and Knowledge Acquisition: Efforts
should aim for sustainable ML training practices that balance
resource consumption, data privacy, and performance. Future
research should investigate lightweight, transferable models
and methods such as federated learning, hybrid analytical
models, and retrieval-augmented systems to address training
data limitations and operational constraints.

By targeting these considerations, researchers can address
current challenges, accelerating progress towards reliable,
transparent, and efficient self-running networks.

VI. CONCLUSION

Self-running networks have evolved from an aspirational
vision to an operational necessity as modern infrastructures
grow in complexity and scale. Fueled by advances in 5G/6G,
massive-scale IoT, and the cloud–edge continuum, traditional,
manually configured systems are no longer sufficient. Our
survey revealed that while many existing studies focus on
individual autonomy-enabling technologies, they often lack
an integrated perspective. This underscores the need for a
cohesive framework that organizes the fragmented landscape
and defines how self-running network architectures should be
designed, evaluated, and deployed.
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To this end, we introduced a seven-layer conceptual model
encompassing telemetry, analytics, orchestration, execution,
and feedback. We elaborated on the core self-* functionalities
(self-configuration, self-optimization, self-healing, and self-
protection) alongside a six-level autonomy maturity model that
helps assess the progression of network intelligence. By syn-
thesizing foundational paradigms with practical applications
and by critically examining the challenges around trust, scala-
bility, interoperability, and ethical governance, this survey lays
the foundation for the next phase of autonomous networking.
Despite significant strides, fully autonomous networks remain
a work in progress. The next phase of autonomous networking
aims to move beyond reactive automation toward intelligent,
explainable, and self-evolving systems that operate collab-
oratively across domains. Realizing this vision will require
advances in five key areas:
Architectural Standardization. Unified abstractions and in-
terfaces are needed to harmonize telemetry, analytics, orches-
tration, and feedback across heterogeneous platforms. Collab-
oration among standards bodies (e.g., ETSI ZSM, ITU-T FG-
AN) and industry consortia can accelerate this effort.
Scalable and Explainable Intelligence. Deploying ML/DL at
scale needs balancing inference latency, model complexity, and
transparency. Future systems should emphasize interpretable
AI and decentralized, privacy-aware learning paradigms.
Autonomy Assurance and Trustworthiness. As networks
gain autonomy, the need for formal verification, runtime
validation, and ethical governance becomes critical. Research
into verifiable AI pipelines and policy-compliant autonomy is
essential to establish trust in such networks.
Cross-Domain Interoperability. Real-world networks span
cloud, edge, IoT, and 5G/6G domains. Self-running networks
must bridge these environments through domain-agnostic in-
tent models, standardized interfaces, and shared policy en-
forcement frameworks.
Open Testbeds and Benchmarks. Progress requires
community-driven platforms, shared testbeds, and standard-
ized reproducible benchmarks. Emulating environments such
as LBNL’s self-driving science networks or Nokia’s digital
twin systems in open testbeds can also serve as blueprints for
experimentation.

Ultimately, self-running networks offer a blueprint for in-
telligent infrastructure that is resilient to failure, adaptive to
context, and optimized for performance with minimal human
intervention. This survey lays the groundwork for deeper
exploration and interdisciplinary innovation in the pursuit
of trustworthy, scalable, and fully autonomous networking
systems.
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APPENDIX A
LIST OF ABBREVIATIONS

SDN Software-Defined Networking
NFV Network Functions Virtualization
SDR Software-Defined Radio
IBN Intent-Based Networking
SD-WAN Software-defined Wide Area Networks
IoT Internet of Things
ML Machine Learning
NLP Natural Language Processing
RL Reinforcement Learning
QoS Quality of Service
QoE Quality of Experience
AI Artificial Intelligence
API Application Programming Interface
MDs Management Domains
ZSM Zero-touch network and Service Management
ZTP Zero-Touch Provisioning
PBNM Policy-Based Network Management
DDoS Distributed Denial of Service
HAN Home Area Network
VoIP Voice over Internet Protocol
XAI Explainable AI
ANM Autonomic Networks Management
RAN Radio Access Network
FL Federated Learning
DRL Deep Reinforcement Learning
GNNs Graph Neural Networks
DL Deep Learning
DNNs Deep Neural Networks
RNNs Recurrent Neural Networks
IDS Intrusion Detection Systems
IPS Intrusion Prevention Systems
ZTS Zero Trust Security
VNF Virtual Network Functions
LLMs Large Language Models
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Automated zero-touch cross-layer provisioning framework for 5g and
beyond vertical services,” in 2023 Joint European Conference on
Networks and Communications & 6G Summit (EuCNC/6G Summit).
IEEE, 2023, pp. 735–740.

[69] A. Hassan, S. Aggarwal, M. Ibrahim, P. Sharma, and F. Qian, “Wixor:
Dynamic tdd policy adaptation for 5g/xg networks,” Proceedings of the
ACM on Networking, vol. 2, no. CoNEXT4, pp. 1–24, 2024.

[70] J. Keeney and V. Cahill, “Chisel: A policy-driven, context-aware,
dynamic adaptation framework,” in Proceedings POLICY 2003. IEEE
4th International Workshop on Policies for Distributed Systems and
Networks. IEEE, 2003, pp. 3–14.

[71] T. A. Khan, A. Muhammad, K. Abbas, and W.-C. Song, “Intent-
based networking platform: An automated approach for policy and
configuration of next-generation networks,” in Proceedings of the 36th
Annual ACM Symposium on Applied Computing, 2021, pp. 1921–1930.

[72] J.-R. Jiang, H.-W. Huang, J.-H. Liao, and S.-Y. Chen, “Extending dijk-
stra’s shortest path algorithm for software defined networking,” in The
16th Asia-Pacific Network Operations and Management Symposium.
IEEE, 2014, pp. 1–4.

[73] C. Monsanto, J. Reich, N. Foster, J. Rexford, and D. Walker, “Com-
posing software defined networks,” in 10th USENIX Symposium on
Networked Systems Design and Implementation (NSDI 13), 2013, pp.
1–13.

[74] A. Hazra, A. Morichetta, I. Murturi, L. Lovén, C. K. Dehury, V. C.
Pujol, P. K. Donta, and S. Dustdar, “Distributed ai in zero-touch
provisioning for edge networks: challenges and research directions,”
Computer, vol. 57, no. 3, pp. 69–78, 2024.

[75] M. El Rajab, L. Yang, and A. Shami, “Zero-touch networks: Towards
next-generation network automation,” Computer Networks, vol. 243, p.
110294, 2024.
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